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ABSTRACT
In just three decades the Internet has grown from a small experi-
mental research network into a complex network of routers, switches,
and hosts. Understanding the topology of such large scale networks
is essential to the procurement of good architectural design deci-
sions, particularly with respect to address allocation and distribu-
tion schemes.

A number of techniques for IPv4 network topology already exist.
Of these ICMP-based probing has shown to be most useful in deter-
mining router-level topologies of public networks. However, many
of these techniques cannot be readily applied to IPv6 because of a
changes in the addressing scheme and ICMP behaviour, and also
increased proliferation of equal-cost multi-path routing.

This paper presents Atlas, a system that facilitates the automated
capture of IPv6 network topology information from a single prob-
ing host. It describe the Atlas infrastructure and its data collection
processes and discusses identified IPv6 network phenomena that
must to be taken into account by the probing scheme. We also
present some initial results from probing the 6Bone, currently the
largest public IPv6 network. The results illustrate the effectiveness
of the probing algorithm and also identify various trends in prefix
allocation and routing policy.

Categories and Subject Descriptors
C.2.1 [Network Architecture and Design]: Network Topology;
C.2.3 [Network Operations]: Network Monitoring and Public Net-
works

General Terms
IPv6 Network Topology Discovery

Keywords
Network probing, topology inference, IPv6, network measurement

1. INTRODUCTION
A fundamental identifying characteristic of any network is its

connectivity topology, typically modeled as a graph with nodes
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representing devices (e.g., routers, switches, and end hosts) and
edges representing links (physical or logical). Additional informa-
tion about the network, such as the delay or loss, can be represented
as annotations on the graph [1]. However, many large networks do
not have a single administrative body and their behavior contin-
uously changes—their complexity and dynamic nature make the
manual collection of topology information infeasible.

Many tools have already been developed to collect IPv4 net-
work topology information [2, 3, 4, 5]. Of these, approaches that
rely upon ICMP-based (Internet Control Message Protocol) prob-
ing have proven most useful in collecting topology information
from public networks, where access to routing resources is restricted.
However, applying existing IPv4 probing techniques to IPv6 net-
works is not straightforward; IPv6 has a wider address space, a dif-
ferent scope-based addressing scheme and modified protocol fields.
For example, the Rocketfuel [6] probing tool uses the IPv4 header
identifier field to help identify addresses belonging to the same
router. The IPv6 header does not include such a field (since frag-
mentation is not performed) and therefore this technique simply
cannot be used. Another probing technique used in many IPv4 dis-
covery tools is address guessing. The Mercator system [4] uses
‘informed random address probing’ to guess which portions of the
entire IP address space contain addressable nodes. This technique
cannot be applied to IPv6 networks since the address space is sig-
nificantly larger. Consequently, assigned prefixes are numerically
sparse and therefore guessing adjacent prefixes is not effective.

Topology discovery in IPv6 networks also merits additional In-
terest. IPv6 is the predicted successor to the current Internet Pro-
tocol, IPv4. Today, the proliferation of IPv6 is relatively small and
therefore provides an opportunity to more fully understand the evo-
lution of an inter-network from its early stages. By capturing and
understanding the topologies of deployed large scale IPv6 networks
over time, we can better prevent undesirable trends and realize good
architectural decisions. However, the deployment of IPv6 demands
a number of new and untested technologies. For example, the ma-
jority of IPv6 networks are not built from scratch, but rather as an
overlay network supported by existing IPv4 infrastructure. Con-
sequently, required transitioning technologies, such as tunnels and
translators, significantly impact network topology (at least from the
point of IP). It is these such aspects that make the collection of
topology information from IPv6 networks an interesting and chal-
lenging problem.

Probe deployment generally take one of two approaches. The
first is to deploy multiple probe engines throughout the network
[2]. Paths are then probed from the individual points and the data
later unified into a single topology graph. This approach does rely
upon the ability to deploy probe engines throughout the network,
which is many cases is not possible.
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Figure 1: Increased coverage from source-routed traceroutes.

Alternatively, a single probe engine can be used in conjunction
with source routing facilities. Both IPv4 and IPv6 provide the abil-
ity to perform source routing, which allows the packet sender to
specify one or more intermediate nodes that should be visited en
route to the final destination. However, source routing in the IPv4
Internet is largely disabled (other work has shown that only 8%
of routers are source-route capable [4]). Conversely, source rout-
ing support in IPv6 routers is a mandated feature and hence mostly
enabled. With respect to traceroute, source routing allows one to
discover paths between arbitrary pairs of network nodes, neither
of which need be the originating node. To illustrate the increased
coverage of the topology that source routing offers, consider the
network of Fig. 1(a), where P is the probing node and, X and Z are
nodes whose addresses are known beforehand. By using a simple
traceroute (i.e. without source routing) to destinations X and Z, one
obtains the paths P–A–X and P–B–Z, and discovers routers A and
B. Probing for paths to the newly found nodes A and B does not
result in the discovery of any additional nodes or links and there-
fore the topology given in Fig. 1(b) will result. On the other hand,
with source-routed traceroutes one can probe from P for paths be-
tween A and B (revealing link A–B) and between X and Z (re-
vealing an additional router Y together with links X–Y and Y–Z).
Consequently, the use of source routed traceroute results in the ad-
ditional discovery of nodes (Y) and links (A–B, X–Y, and Y–Z).

While source-routed IPv6 traceroute forms the underlying ba-
sis of our work, our work additionally addresses several challenges
that we have identified arising from observed network phenomena,
which affect the path information gathered by traceroute. One issue
is that a router manifests itself in paths by the IP address of one of
its interfaces. Each router is likely to have multiple physical inter-
faces. Therefore, one must identify different addresses that belong
to the same physical router and therefore correspond to a single
node in the topology. A second issue is the presence of router in-
terfaces that are anonymous, in that they do not have configured
network addresses and therefore cannot be uniquely identified. As
a result, each occurrence of an anonymous interface across multi-
ple paths must be treated as a distinct node in the topology graph.
This means that a naive graph construction would include multiple
distinct nodes for each anonymous interface, resulting in an inaccu-
rate and inflated topology. A third issue is the existence of instable
routing, which can significantly compromise the accuracy of path
information generated by traceroute. Without careful examination,
routers not directly connected may appear as adjacent due to probe
packets traversing different paths.

While the prevalence of these phenomena in an inter-network is
perhaps not surprising, their consequent effect on traceroute results
and the fidelity of the topology generated doesn’t seem to have been
explicitly recognized before. Some of our techniques to account for
these phenomena exploit special capabilities afforded by IPv6 but
most of them can be easily adapted to an IPv4 setting as well. For
some of the phenomena, the techniques we propose are the first

ones to our knowledge, and for others our techniques are better or
different than previously proposed solutions. One of the significant
differentiators of Atlas as a topology discovery tool is, therefore, its
comprehensive accounting of network phenomena in ensuring the
accuracy of its infered topologies.

The rest of the paper is structured as follows. Section 2 describes
the background for topology discovery in IPv6. Section 3 then in-
troduces the Atlas probing and topology inference system. Sec-
tion 4 discusses the network phenomena encountered by Atlas, to-
gether with solutions to handle them. Section 5 then presents pre-
liminary results from simulation and probing the 6Bone. Finally,
Section 6 reviews related work and Section 7 summarizes the pa-
per and discusses future directions.

2. BACKGROUND
Internet Protocol version 6 (IPv6, IETF RFC 2373) is designed

to resolve address space shortages and provide fundamental support
for security and Quality-of-Service (QoS). The deployment of IPv6
is becoming more widespread. Among the many new features it
provides, the most relevant to this paper are its addressing scheme
and its source routing capability.

The protocol provides different types of addresses, including those
for different casting (e.g., multicast, anycast, and unicast) and for
different scopes (e.g., global, site-local, and link-local). Further-
more, not all router interfaces need be configured with a unique
global address, such as those connected by point-to-point links.

IPv6 packets consist of a basic header and a number of optional
extension headers. One such extension header is the routing header
(RFC 2460), which supports the source routing feature as men-
tioned earlier. The basic header contains the address of the next
specified router in the path, while the routing header contains a list
of all other routers including the final destination. Each intermedi-
ate router (herein termed via-router) swaps the next address in the
list with the current destination address in the basic header. This
process is performed according to an embedded counter (known as
the Segments Left field) that is decremented at each swap. After
a swap has occurred, the packet is then forwarded out to its next
destination (providing the next destination is not local).

With respect to source-routed probing of path P to Z via X in
Fig. 1(a), packets on the segment P–A–X include X in the basic
header and Z in the routing header. Those on the segment X–Y–
Z include Z in the basic header and X in the routing header (even
though X no longer serves any purpose). Router X is responsible
for swapping the address in the basic header with the appropriate
address in the extension header. We refer to the segment from the
probe engine to the via-router (i.e., P–A–X) as the first leg and the
segment from the via-router to the destination (i.e., X–Y–Z) as the
second leg.

An integral part of both IPv4 and IPv6 is ICMP. ICMPv4 and
ICMPv6 are in many ways similar, but are nevertheless different
protocol standards. ICMP defines basic control messages that are
used by routers and hosts to signal errors in packet handling. Two
specific message types relevant to traceroute are “hop limit ex-
ceeded in transit” and “port unreachable”. In ICMPv6 (RFC 2463)
the former is sent when a router detects a packet that has a hop limit
(as part of the basic header) that is no bigger than one. The latter
is sent when either a host or router’s TCP/UDP protocol layer re-
ceives a TCP/UDP packet with an invalid port number (invalid in
that there is no listener present). The traceroute algorithm works
by repeatedly sending UDP probe packets to a given destination
with a progressively increasing hop limit. As the probe packets fall
short of the final destination, in terms of insufficient hop limit, “hop
limit exceeded in transit” messages are returned by the intermedi-
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Figure 2: Packet processing model. “Check” boxes potentially
generate ICMPv6 responses when the router (1) forwards a
packet, (2) processes the routing header, and (3) passes the
packet up the stack.

ate routers. When a traceroute packet reaches its final destination
a “port unreachable” message is returned by the host (ensured by
using a reserved UDP port number that should not have any ac-
tive listener). The responding ICMPv6 messages contain as much
of the invoking packet as will fit without exceeding the minimum
IPv6 MTU (defined as 1280 bytes). This means that the headers of
the probe packets will usually be included in the responses.

The source address used by ICMPv6 responses is defined as ei-
ther (1) the unicast address to which the traceroute packet is des-
tined, providing it belongs to the responding node, or (2) an ad-
dress belonging to the responding node that will be most helpful in
diagnosing the error. However, it is not clear which address (be-
longing to the ingress or egress interfaces) is in fact more helpful
to ICMPv6 messages such as “hop limit exceeded in transit”. This
policy is different from that of ICMPv4, which specifies that the
IP address belonging to the egress interface should be used, or the
router identity number in its absence.

Fig. 2 shows a typical relationship between source routing and
ICMPv6 message generation. There are two important points il-
lustrated here. Firstly, a router will generally process the routing
header before checking the hop limit. Secondly, after an address
swap has occurred, if the new destination address belongs to the
processing router, then the packet will be forwarded immediately
to the upper layers. As a result, a single packet may in fact cause
the router to generate both “hop limit exceeded in transit” and “port
unreachable” messages together.

3. THE ATLAS SYSTEM
Atlas consists of four components: a probe engine, a topology

constructor, a topology verifier, and an interactive visualization pro-
gram (see Fig. 3). The probe engine collects raw path information
by exhaustively using source-routed traceroutes between all known
addresses. The main challenge of the probe engine is to correctly
identify the network phenomena and to retrieve accurate path in-
formation.
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Figure 3: Overview of the Atlas system.

The topology constructor builds the connectivity topology graph

based upon the path information gathered by the probe engine. In
cases where it is unable to restore the exact “actual” topology (see
the discussion about anonymous nodes in Section 4), it attempts
to construct a minimal graph that preserves the discovered node
and path information. Constructing such a graph is proveably NP-
hard and cannot be approximated within certain bounds. Detailed
discussion of the topology constructor can be found in [7].

The topology verifier looks at the constructed topology and re-
asserts (through additional probing) the existence of the routers and
links modeled by the graph. For each node, the verifier examines
the reachability of the respective router and also its support for
source routing. For each edge, it asserts the existence and direc-
tion by re-probing the path between the two nodes. It also tries
to verify the path across anonymous nodes and connections within
restricted routing areas (see Section 4).

Finally, the interactive visualization program extends the 3D hy-
perbolic space layout tool H3 [8]. This tool allows interactive navi-
gation of topology graphs that are laid out according to the address
prefix hierarchy. Enhancements have been made to include the abil-
ity to interactively locate elements, isolate and expand branches of
the prefix tree and filter nodes from a given search. The tool has
also been ported to a web-based environment.

3.1 Seed Selection
To initiate the discovery process, Atlas relies on probing paths

among a set of addresses known a priori which we term “seeds”.
It maintains a list of address pairs, each specifying a single via-
router and destination for a source-routed traceroute session. The
list initially contains only pairs of seeds and later grows as new
router addresses are discovered. For efficiency, pairs contained in
a discovered path do not need to be re-probed (they are pruned).
This does assume that the pruned pairs will not reveal a path that
is not already a segment of the discovered path. However, this as-
sumption may not be true due to policy-based routing in which case
some coverage may be sacrificed; Atlas can be configured to trade
off between coverage and performance.

The choice of seeds directly affects the coverage one can hope to
achieve with the Atlas probe engine. The search algorithm is inher-
ently only able to discover routers that exist in the transit part of the
network. By this, we mean routers that are traversed by packets en
route to some other destination. Hence the optimal choice of seeds
is all routers that exist at the edge of the network (i.e. non-transit).
Fig. 4 gives some idea of the relationship between seed placement
and achievable coverage.
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Figure 4: Seed placement and its effectiveness.

Currently, seeds are derived from the information in the 6Bone
registry [9], which is a public database of sites and their respective
address allocations. Atlas generates “likely” IPv6 addresses from
the prefixes listed in this registry. Simple traceroute packets are



then sent to these addresses with a large hop limit value. Provid-
ing that the generated address does not belong to an actual router,
then typically the router closest to the sub-network that has been
allocated the associated prefix will generate an ICMPv6 message
indicating that the address is not reachable. In this case, the ICMP
message source address can be used as a candidate seed. However,
if a generated address is actually used by an active router or host,
then itself or an adjacent router address can be used.

Further tests must be performed before these candidate addresses
can be used as seeds by the probe engine. Atlas first checks that
they are source routing capable by using them as a via-router in a
test trace. The system then checks that the router’s ICMP handling
is conformant and ensures that they do not behave irregularly by
comparing the behavior against several reported bugs. For example,
some routers copy the remaining values of the hop limit field to the
responding ICMP messages. Their responses would not be received
without a much larger hop limit value than their real distances; a
behaviour ultimately resulting with incorrect paths.

Of course, seeds should preferably be assigned to routers (as op-
posed to end-systems), since we are trying to build a router-level
topology of the network. However, many of today’s end-systems
are capable of performing IP routing and are in fact configured to
do so. For example, Microsoft Windows 2000 machines installed
with the IPv6 add-on, enable source routing by default and are auto-
configured with a routing gateway. To avoid probing end-systems
that behave as routers, we ensure that there is at least one route
through the given device.

3.2 Increasing probe engine performance
Probing a large network is time-consuming; even performing a

single traceroute can take tens of seconds. To enhance probing
performance Atlas employs both caching and parallelism. For each
trace, the probe engine caches the hop distance to the via-router. If
the same via-router is used in subsequent traces, which will occur
because of the exhaustive nature of the process, then the cached
distance provides the initial hop limit (as opposed to simply starting
from one) and thus alleviates the need to re-probe the first leg.

The probe engine also performs multiple traces concurrently.
The number of traces that can be performed in parallel depends
upon the probe timing (described later in Section 4.1) and also net-
work bandwidth restrictions toward the probing node. Our initial
experiments ran with 50 concurrent traces which gave significant
improvement over the serialized version.

Finally, the Atlas probe engine uses checkpointing to enable fast
recovery if failures occur. In the development phase, this also re-
duced the time to debug program code.

4. NETWORK PHENOMENA
During our experiments we observed a number of network phe-

nomena that typically arise from different router implementations
and configurations. The rest of this section reviews network phe-
nomena identified by Atlas, including differing ICMP handling,
anonymous interfaces, instable routing, address equivalence, and
restricted routing areas. For each of the phenomena we discuss
how the Atlas implementation addresses the problem.

4.1 Intermittent Router Non-Responsiveness
In order to limit the bandwidth and forwarding costs of ICMP,

particularly to avoid ICMP Denial-of-Service (DoS) attacks, all
IPv6 nodes must implement rate limiting (also termed quenching)
on their outgoing ICMP messages. As a consequence, a router may
appear to issue intermittent responses to the probing.

Quenching is generally timer-based (limiting the minimum inter-
val between sending messages) or bandwidth-based (limiting mes-
sages to a fraction of the available bandwidth). The effect of rate
limiting depends upon the specific router implementation. Some
implementations may queue any pending ICMP messages, whilst
others may simply drop them. In any case, the Atlas probe engine
must avoid sending probes in a manner that might trigger ICMP
quenching.

Currently we use two techniques to avert this phenomenon. The
first is to use a timer back-off mechanism. That is, identical probe
packets are repeatedly sent with a given hop limit, according to a
time delta that exponentially increases until a given timeout period
is reached. This scheme offers simple adaptive retransmission and
avoids prolonged ICMP quenching. It is possible that the exponen-
tial back-off is not optimal. However, we are not overly concerned
with the choice of back-off algorithm since gains in performance
are not critical.

The second mechanism is dispersion of concurrent traces. The
key to this approach is to avoid sending too many probes in relative
locality within the search space. The Atlas probe engine attempts
to disperse traces by randomly taking pairs from the list of pairs
that still require probing. Nevertheless, this solution is limited in
its effectiveness since congestion is still likely to arise where the
traces converge close to the probing node. Should excessive con-
gestion occur, ICMP messages will be dropped in the network and
the resulting paths will be incomplete.

4.2 Prolonged Router Non-Responsiveness
In some cases routers will not respond to probes over a pro-

longed length of time. Our observations have shown that some
routers in fact have ICMP disabled for security reasons or that they
are non-responsive due to long-term congestion. Once a timeout
has occurred, the probe engine attempts to push through the non-
responsive router to the next router in the path; that is, probes are
sent with an increased hop limit (see Fig. 5). Any routers that are
non-responsive are treated as anonymous and labelled accordingly.
However, this is only useful if the complete path for the trace is
received; a path must begin and end with a non-anonymous router.
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Figure 5: Exponential timer back-off between traces together
with the push through process.

Attempting to push through a non-responsive router is impor-
tant since it may only be a single router in the path that is non-
responsive. If the push through succeeds (i.e. ICMP responses are
received from router N + x, where router N was the last to re-
spond) then the process continues for router N + x + 1 and so
forth. The push through approach does, however, have its lim-
itations. The problem exists in distinguishing between a router
that is non-responsive permanently, or just intermittently (as previ-
ously described). If the maximum timeout period is not sufficiently
large, an intermittent non-responsive router (which responds at a
later point in time) may in fact be mistaken for a permanently non-
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Figure 6: Inflatory effects on the topology graph at the presence
of anonymous nodes.

responsive router. The resulting effect on the constructed topology
is that some routers may be duplicated by a “phantom” anonymous
router, which ultimately ensues as an inaccurate topology.

4.3 Anonymous Interfaces
Normal behavior of a router is to use one of its global unicast ad-

dresses as the source address of its ICMP responses. This address
disclosure is the cornerstone behind using traceroute as a path dis-
covery tool. However, not all interfaces may have a configured
global unicast address; they may be configured with IPv6 site-local
or link-local addresses only. Furthermore, such an interface may be
selected to originate the ICMP packet’s source address (according
to the rules described in Section 2). In this instance, our obser-
vations have shown that the majority of routers copy the destina-
tion address of the original probe packet into the source address
of the responding ICMP packet. For example, if node Y in Fig. 1
is such a router, traceroute would report the second leg as X–Z–
Z, as opposed to X–Y–Z. In our testbed, we have two routers that
behave anonymously (Cisco 2600); they have a point-to-point link
between them where the respective ports have not been assigned a
global unicast address. The anonymous interfaces phenomenon has
not been reported previously in IPv4 networks. Its existence arises
from the availability of scoped addressing in IPv6. Furthermore,
what the correct behaviour in this case actually is, is unclear from
the ICMP and IPv6 standards.

If the Atlas system receives a “hop limited exceeded” message
that appears to be from the destination router, but which is of course
a response from an anonymous interface, the node is labeled with a
unique name (e.g., ANON1). Hence in our example, path X–Z–Z
would be altered to X–ANON1–Z.

Since anonymous routers can occur in multiple paths, each of
which is treated as distinct node, a straightforward construction of
the topology would include multiple nodes for each “real” anony-
mous node, resulting in an inflated topology. Fig. 6 illustrates how
probing the topology in Fig. 6(a) would yield the reconstructed
graph in Fig. 6(b). The shading of the nodes illustrates the map-
ping between the real node and its representation in the probed
paths. Since the topologies in both figures would result in the same
traces, they are inherently indistinguishable. A key challenge in
toplogy construction is to minimize the inflationary effect by merg-
ing anonymous nodes into a minimal graph. The merging heuristic
is essentially reliant upon like neighbors of the anonymous nodes.

It is easy to see that more than one topology may generate the
same set of probe traces in the presence of anonymous interfaces.
Our heuristic, in the topology construction phase, aims at finding
a minimum admissible topology among the candidates by merging
anonymous interfaces. The heuristic observes trace preservation
and shortest path preservation. The former requires the resultant
topology to be able to generate all the paths in the trace, and possi-
bly more (since the original probing might not be complete). The

latter requires that no shorter distances are created between any two
non-anonymous addresses due to the merging of anonymous inter-
faces. In addition, two anonymous interfaces are not mergeable
if they are generated in a same probe path since the path resulted
from a same traceroute session should be simple and contain no
loop. We have proven that finding a minimum topology under these
constraints is an intractable problem and have shown the heuristic
works well in realistic cases where the percentile of anonymous
interfaces is no more than 5%. A more detailed discussion about
merging is presented in [7].

4.4 Instable Routing
One of the fundamental assumptions that traceroute-based prob-

ing techniques make is that packets sent between any two nodes in
a given direction will always take the same route; that is, the path is
stable. However, this assumption may not hold if there are multiple
alternate paths between pairs of nodes. From our own experience
with the 6Bone, and IPv4-based experiments performed by oth-
ers [10], routing is stable in most of the cases. However, some in-
stances of instable routing (sometimes termed fluttering [10]) have
been detected where each packet takes one of multiple possible
paths. Alternate paths exist typically for traffic engineering or load
balancing purposes. The more common routing protocols (e.g.,
OSPF and IS-IS) support the notion of equal weighted multiple
paths for a given destination. Multi-path routing policies are not
standardized across implementations. Example policies include
the use of hashing algorithms on source and destination addresses,
round-robin or some load-relative algorithm (RFC 2328).

Multi-path routing fundamentally affects the path information
collected by traceroute. Fig. 7(a) illustrates a simple example where
router A makes dynamic routing decisions to destination D, follow-
ing either path A–C–D or A–B–C–D. A trace between P and D, via
A, could result in ICMP responses from nodes A, B, and D (for
an increasing hop limit of one to three). The path thus appears to
be A–B–D which does not exist. Atlas will eventually discover
the links A–C, B–C, and C–D because the search is exhaustive.
Nonetheless, an erroneous link B–D would still be introduced.
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Figure 7: Traceroute packets (from P to D via A) may follow
different paths for the second and the third hop as in (a), and
produce an erroneous path A–B–D as in (b).

Our current solution to this problem is relatively straightforward.
Multiple probes are dispatched for each hop in batches. For a hop
result to be considered stable (and hence accurate) Atlas must re-
ceive all replies for a given batch from the same router. It is how-
ever not necessary to wait for a response to all packets in a batch,
since ICMP quenching and congestion may be taking effect. If
responses are received from different routers then instable routing
is evident and the path is invalidated. Although the probe engine
tries to avoid the erroneous effects of instable routing, the technique
used cannot assure that all such cases will be detected; it can only
make probabilistically guarantees.

A more complete solution might be to eliminate the side ef-
fects of routing instability with additional source routing indirec-



tion. That is paths are verfied by forcing a traceroute through all
members of the known path. This approach would all the iden-
tification of points of instability and furthermore allow the stable
sub-paths to still be admitted to the topology data.

4.5 Address Equivalence
As discussed previously, routers follow certain rules in select-

ing source addresses for their ICMP messages. Because routers
typically have multiple global unicast addresses, ICMP messages
that are generated by a single router may not always use the same
source address. As a consequence, two different traces across the
same router may reveal different addresses and thus appear as two
unrelated entities. To reflect the original topology, it is important to
find a way to determine address equivalence (i.e. those belonging
to the same router).

Unifying equivalent addresses is also discussed in Mercator [4].
Their solution sends a probe to one of the potentially equivalent ad-
dresses and expects to receive a “port unreachable” response from
a different address. As described in their paper, this approach re-
lies on the assumption that all ICMP responses use the address of
the interface closest to the probe engine. For IPv6 routers this as-
sumption does not hold: the ICMPv6 specification explicitly states
that the address being probed should be used as the source address
for ICMPv6 responses, providing it belongs to the responding node
(RFC 2463). The Rocketfuel [6] work relies upon the correlation
of IPv4 packet sequence numbers. However, this approach cannot
be directly applied to IPv6 since fragmentation is not supported and
thus the sequence number field no longer exists in the IP header.

Atlas attempts to find addresses belonging to the same router
based upon the processing model shown in Fig. 2. It relies on the
assumption that routing header processing is separate from, and oc-
curs in advance of, delivering packets to the TCP/UDP layers. To
ascertain the equivalence of two addresses X and Y, Atlas first per-
forms a traceroute to Y via X. When the first probe packet reaches
router X, at hop distance h, it first swaps the address X in the desti-
nation field with the final address Y contained in the routing header.
Next the hop limit is checked. Assuming the value is 1 an ICMPv6
“hop limit exceeded in transit” message response is triggered. Be-
cause the destination address field of the probe packet is now Y, the
source address of the ICMPv6 response also becomes Y. The next
probe packet with hop limit h + 1 is delivered to the UDP layer,
causing a “port unreachable” response. Thus, if X and Y belong to
the same router, the trace (X to Y) will report Y–Y, and the trace (Y
to X) will report X–X.

This scheme works for most cases, except for routers not com-
plying with the ICMP reference model and for a specific topol-
ogy that we will now discuss. Fig. 8 shows two interconnected
routers with anonymous interfaces that are egress toward the probe
engine. Suppose both routers select these anonymous interfaces for
their ICMP responses, then the equivalence test applied to X and
Y would report X–X and Y–Y, and therefore falsely conclude that
they belong to the same router. Atlas checks additional information
in the ICMPv6 response to reduce cases of this false equivalence.
Even if the reported paths are Y–Y and X–X, these two addresses
are not perceived as equivalent if the remaining hop limit values of
the ICMPv6 packet are different (i.e., the response packets travel
paths of different lengths back to the probe engine).

4.6 Restricted Routing Areas
In our experiments we have also observed areas of the 6Bone

network that include routers that are not directly addressable from
the probing node. That is, given a previously received path U–V–
Y–Z–W, addresses Y and Z may not be directly routable from P;

anonymous

known
 P


X
 Y


Figure 8: A topology based on two interconnected routers
which proves problematic to the address equivalence test.

they exist in a restricted routing area (see Figure 9). Consequently,
a probe between these and a router revealed by some other path will
fail. Thus, links X–Y and X–Z cannot be discovered.

The phenomenon is indicated by the receipt of the ICMPv6 mes-
sages “communication with destination administratively prohibited”
and “no route to destination”. There are two principal causes of
this behavior. The first is the existence of a firewall that is pre-
venting routers being directly addressed in order to decrease the
likelihood of being targeted in Denial-of-Service attacks. The sec-
ond cause of restricted routing is when addresses that are assigned
to router interfaces in a given administrative domain are not ag-
gregated within routes that are propagated through exterior routing
protocols such as BGP. For example, a given administrative do-
main may be assigned the address space 3ffe:80a::/32. The ad-
ministrator may then decide to assign 3ffe:80a::1-3ffe:80a::9 to
the routers and 3ffe:80a:1::/48 to the hosts. The cause of the re-
stricted routing area is the decision to only advertise network prefix
3ffe:80a:1::/48. Hence, the rest of the network cannot determine a
route to the routers within this administrative domain. These routes
are, of course, locally advertised through interior routing protocols
or through the use of static routes.
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Figure 9: Restricted routing areas.

The restricted routing area phenomena is also identified by Mer-
cator [4]. However, unlike Mercator, Atlas is able to determine
connectivity within restricted routing areas. We have observed that
routers at the edge of the administrative domain often maintain
routes to routers within restricted areas. For instance, router V
in Fig. 9 may participate in both interior and exterior routing do-
mains; it is both globally accessible and able to forward packets to
routers within the restricted routing areas. Atlas exploits this by
performing an additional level of source routing, that is, applying
two via-routers to the probe packets. For example, to discover links
X–Y and X–Z, probes are sent to Y and Z firstly via V and then via
X. The first level directs the packet through the border router and



the second is used to reveal connectivity within the restricted rout-
ing area . This technique does depend on locating the appropriate
border routers, which is only possible after the probe engine has
collected the initial data. Of course, this solution is not effective
against firewalls since they are likely to filter out all source-routed
packets.

4.7 Routing Loops
Atlas has also proved to have uses outside of simple topology

data retrieval. One interesting side effect of the probing scheme
is the ability to detect routing loops within the network. Although
routing loops do not directly lead to erroneous paths, they must be
handled by the implementation to avoid infinite processing.

Routing loops occur as a result of incorrect routing tables, in
most cases caused by incorrect static routes (as opposed to routes
learnt through routing protocols such as BGP, RIP and OSPF). This
phenomenon is shown as repeating patterns in paths. For example,
a path U–V–Y–X–Y–X–Y–X–Y,... indicates a routing loop between
routers X and Y. Of course, the loop may exist between more than
two routers, but in our experience two is the common case. The size
of the path returned is bound by a parameter defining the maximum
hop limit of the probe packets. This parameter should be equal to
the maximum diameter of the network being probed multiplied by
two (since we are source routing). In our initial experiments a value
of 25 seems to be adequate.

Paths that include loops can be pruned and handled in the normal
way, except when anonymous nodes are present. For instance, if in
the previous example Y had actually been anonymous, the resulting
path would be U–V–Y1–X–Y2–X–Y3..., where Y1, Y2 and Y3
appear to be different anonymous nodes. In this case, the repeating
pattern must be extracted, leaving the correct path U–V–Y1–X.

5. PRELIMINARY RESULTS
The Atlas probe engine, topology constructor, and topology ver-

ifier are currently implemented on a Linux platform. The visualiza-
tion tool runs on Micrsoft Windows as an ActiveX object, so that it
can be embedded in a web page.

5.1 Assessment of Effect Coverage
Using a simulated network allows us to directly compare the

actual topology with that inferred by Atlas. The NS-2 simulator
was extended to support source routing and the Atlas probing al-
gorithm. Random topologies of certain configurations were gen-
erated, varying in terms of the number of non-anonymous nodes,
anonymous nodes, links, and seeds. To ensure an appropriately
connected graph, the topology generation process first creates a
spanning tree and then introduces additional links between pairs
of nodes. Note that the current simulation does not incorporate any
of the network phenomena as previously described, except anony-
mous nodes, as this would significantly increase the complexity of
the simulation.

A representative set of parameters were chosen for the simula-
tion, although a more extensive assessment would require addi-
tional configurations to be simulated. Simulating a single network
topology of 1000 nodes and 3000 links takes approximately three
days. Therefore, the simulated network was limited to 50 nodes,
with 10% of these anonymous. Number of links was varied from
50 to 120, and connectivity varied from tree-like to well-connected
structures (average node degree of 4.8).

Fig. 10 shows the results from the simulation. The graph illus-
trates the relationship between number of seeds used by the probing
algorithm and the resulting effective node coverage. Data points
were derived by taking average values over 30 random graphs of

equal size (in terms of number of nodes and links). A similar re-
lationship exists for link coverage (as opposed to node coverage)
although this graph is not shown.
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Figure 10: Coverage of probed networks of different connec-
tivity as the number of seeds vary.

These results illustrate that coverage increases when more seeds
are used. Coverage also increases according to the degree of con-
nectivity of the topology being probed. It is evident that only a
small number of seeds (approximately 10% of the total number
of nodes) are needed to discover a large portion (approximately
80%) of a well-connected topology. Nonetheless, the same number
of seeds result in a much smaller effective coverage for tree-like
structures (less than 30%). As a consequence, Atlas needs only a
small number of seeds to discover the transit part of a network and
many more seeds to reveal a comprehensive topology of any edge
networks that are typically less connected.

As previously mentioned in Section 3.1, seed selection directly
affects the effective coverage of the discovery algorithm. More
specifically, seeds selected in close proximity to each other reveal
less of the topology than an equal number of “well-spaced” seeds.
This is partially reflected in Fig. 10 where the curves for the larger
seed counts are smoother than those of a smaller count; coverage is
more sensitive to seed selection when fewer seeds are used. There-
fore, random selection is less optimal than some more careful algo-
rithm. Investigation into possible heuristics for seed selection given
partial topology information is a topic of future work.

5.2 Results from the 6Bone
The original motivation for this work was to collect data from the

6Bone network to assess its evolving topological characteristics.
To begin with, 426 seeds were gathered by probing addresses that
were derived from prefixes listed in the 6Bone registry. Starting
with these seeds, the probe engine ran for eight weeks (starting July
2002) and discovered approximately 2420 routers. The following
table lists some numerical results from this trace:

5.2.1 Graph Diameter and Maximum Path Length
One can observe than the constructed graph diameter (i.e. the

maximum shortest path between any two nodes) is relatively small.
We believe that the likely cause of this is extensive deployment of
IPv6-in-IPv4 tunneling. Tunneling mechanisms essentially provide
‘virtual hyper-links’. That is, a single IPv6 hop may correspond to
multiple underlying IPv4 hops. Consequently, large physical dis-
tances are often mapped to a relatively small IPv6 hop distance. For



Table 1: Summary of results from the 6Bone trace.

Seeds 426
Paths probed 308887
Non-anonymous interfaces discovered 2951
Anonymous interfaces discovered 44
Routers discovered 2420
Links discovered (before merging) 822189
Links discovered (after merging) 2665
Anonymous interfaces after merging 44
Constructed graph diameter 7
Maximum path length 17
Instances of inconsistent ICMP response 139070
Instances of address unreachable (not unique) 35823
IPv4 compatible addresses 2

example, a traceroute from our testbed to alt.ipv6.sics.se reveals 21
hops by IPv4 and only 6 by IPv6.

It is also interesting to note that the maximum length of any given
path in the 6Bone trace is 17. This appears to conflict with the graph
diameter and suggests that routing is not always shortest path. At
first glance, one might infer from this that routing policies are lead-
ing to inefficient routing (providing that hop distance is considered
a useful metric in determining the best path). However, whilst the
effect is most certainly a consequence of routing policies, one can-
not necessarily infer inefficient routing. We believe that this re-
sult reflects the deployment of link-state routing protocols whereby
metrics other than the IPv6 hop distance are being used. More im-
portantly, we believe that IPv6 path weights are likely being derived
from the underlying IPv4 tunnel connectivity.

5.2.2 Comparison with Known Prefixes
To understand what proportion of the 6Bone our trace represents,

Fig. 11 gives data that defines the relationship of discovered pre-
fixes to those with matching prefixes listed in the 6Bone registry (a
match is defined by equal bits up to the respective prefix length).
The data points on the x-axis are derived from the most frequently
appearing prefixes in the registry.
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Figure 11: Coverage of 6Bone registry

It is evident that most of the prefixes listed in the registry have
a match in the collected data. However, Atlas appears to discover
many addresses that do not have a matching registry entry. We ob-
serve that the Atlas system discovered many addresses that have
prefixes different from those of the seeds (recall that the seeds were
derived from entries in the registry). The graph also shows that

the registry has some 48-bit prefixes which do not seem to be dis-
covered by Atlas even though they were given as seeds. Careful
examination reveals that a small percentage of these prefixes are
not reachable, i.e. Atlas receives “destination unreachable” mes-
sages before the probes are able to reach many of these networks.
A likely reason for this is that it is currently relatively simple for a
user to get allocated a 48-bit and 64-bit prefix free of charge (e.g.
through a public tunnel broker). As a consequence, these network
and site-level prefixes are being assigned to very small networks
and even single end-systems. Hence, in many cases there is not
even a single router handling these assigned prefixes. Of course,
the 6Bone address space is considered experimental (RFC 2450).
Future IPv6 address allocations are likely to be more controlled.

Another cause of this unreachability is that IPv6 supports multi-
homing (i.e. a single site can use multiple prefixes) which may not
be configured appropriately. In fact, our testbed has two prefixes;
the one listed in the 6Bone registry was first obtained and then later
left unused. Probing an address with such a prefix would be unsuc-
cessful because the prefix is not actually being used.

The data used to construct the graph in Fig. 11 offers some indi-
cation of the number of different sub-networks in existence at the
time the traces were made. In order to analyze the evolution of the
6Bone, Atlas will need to continue probing the network over time.
The data collected can be used to calculate given characteristics
such as degree of connectivity (average and frequency), maximum
hop distance (graph diameter), and address allocations (prefix fre-
quency). However, further work is needed to interpret this data and
ultimately assess issues such as the impact of multi-homing and
IPv4/IPv6 tunneling.

Finally, to assess the advantages gained from the use of source
routing, simple traceroutes were made to the generated seeds and
the subsequently discovered addresses. This approach proved to be
much less effective than that of the Atlas system. In fact, simple
traceroute was able to discover only 617 nodes, just 45% of those
revealed by Atlas.

6. RELATED WORK
Path or network topology information can be obtained from dif-

ferent sources, including routing protocols (e.g., BGP, OSPF, IGMP),
management protocols (e.g., SNMP), and control protocols (e.g.,
ICMP). Each source typically has various advantages and disad-
vantages, which we now examine.

Topology information is an integral part of many routing proto-
cols. These protocols maintain a partial or complete topology ac-
cording to some model of the network. For example, BGP peers
model the network through an AS-level topology (RFC 1771) ,
whereas OSPF does so through a router-level topology (RFC 2328).
The Route Views project [11] collects BGP routing protocol infor-
mation by the distribution of BGP peers (known as “looking glass”
servers). The data collected by these servers is then used to con-
struct an AS-level network topology. Results from this work have
been used by many other research efforts concerning BGP proto-
col and general IP routing analysis. The Route Views data has also
been applied to work on multicast with respect to efficient spanning
tree construction [12].

One of the most commonly used network management proto-
cols is SNMP (RFC 1157). This protocol is typically deployed on
routers and devices to facilitate retrieval of their traffic and status
information. SNMP data is held within a Management Information
Base (MIB). MIBs belonging to routers are a useful source of con-
nectivity information and have been used by other work to derive
both logical and physical network topologies [13, 5]. The princi-
pal drawback of using SNMP-based data collection for topology



construction is the inherent need for administrative access to the
routers. Hence the technique is only suited to private networks
whereby appropriate access privileges can be assumed. The use-
fulness of SNMP is further limited within the context of IPv6 net-
works, since many IPv6 routers do not yet support the IETF defined
IPv6 MIB (RFC 2465).

More closely related to Atlas, other work has focused on the
use of ICMP-based tools (such as ping and traceroute) to collect
topology information. The Internet Mapping project [2] uses IPv4
traceroute (without source routing) to retrieve path information from
probing points distributed throughout the Internet. Again, this ap-
proach does rely upon some access to the network infrastructure
so that probing devices can be suitably deployed. However, the
projects algorithm is not exhaustive and omits to reveal many cross
links in the network. This is partially evident from the maps that re-
sulted from this work, in which independent trees are readily iden-
tifiable. Work from the Mercator project [4] is also relevant. Like
Atlas, Mercator uses source-routed traceroutes to collect path in-
formation, although they do limit this to IPv4. Certain network
phenomena, as described earlier in Section 4, have been partially
identified by this work. However, many of the heuristics in Mer-
cator cannot be readily applied to IPv6 networks and many of the
problems arising from network behavior have not been fully ad-
dressed.

Finally, it is worth noting that many existing topology discovery
techniques that have been developed for IPv4 networks cannot be
applied directly to IPv6. Reasons for this include changes in the
relevant protocols (e.g. ICMP, SNMP) and a larger address space
(e.g. making exhaustive address space probing infeasible).

7. CONCLUDING REMARKS
This paper describes Atlas, an automated topology discovery

system for large-scale public IPv6 networks. Through careful de-
ployment of ICMP-based probing and source routing, the system’s
probe engine is able to collect raw path information for a large part
of the network. In turn, Atlas is able to construct a router-level
topology of the underlying network. The data collection process
itself has proved to be an intricate problem because of the complex
and unpredictable behavior of the networks being probed. This pa-
per has highlighted some network phenomena that were encoun-
tered in our own experiments, including varied router responsive-
ness, anonymous interfaces, instable routing, address equivalence,
restricted routing, and routing loops. Furthermore, it has been
shown that correct handling of these phenomena is vital to the in-
tegrity of the topology data.

Although deployment of IPv6 is still relatively small, it is never-
theless gaining pace. The ability to accurately monitor the changing
topology of IPv6 networks, such as the 6Bone, will lead to better
understanding and decision making in the development of this new
protocol. Our preliminary results already indicate extensive use of
tunneling and routing policies, and highlight the effects of uncon-
trolled prefix allocation.

Existing IPv4 topology probing techniques cannot be readily ap-
plied to IPv6, and therefore new solutions are required for this do-
main. The contributions made by this work are novel in both re-
alizing a system that is able to probe IPv6 networks and construct
their respective topology, but also in understanding IPv6 network
behavior in general. Future work of Atlas may extend in number of
directions. These include mapping IPv6 topologies to underlying
IPv4, analyzing path information in order to infer routing policies
and address aggregation, and also studying network dynamics such
as stability and growth.
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