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Multiprotocol label switching (MPLS)-based networks are gaining popularity
with service providers because they retain the flexibility of Internet

protocol (IP) while providing support for quality of service (QoS) through
differentiated services (DiffServ). The deployment of such networks requires
service providers to ensure that service-level agreements (SLAs) with their
customers are being met while guaranteeing cost-effective utilization

of their network. The key to achieving these objectives is an efficient
monitoring system that tracks QoS metrics such as bandwidth utilization,
delay, and packet loss. These metrics can be tracked at multiple granularities,
such as per customer, per MPLS tunnel, and per physical network pipe.
SEQUIN is a simple network management protocol (SNMP)-based monitoring
system capable of tracking QoS metrics in near real time. Some of the
challenges addressed by SEQUIN are synthesis of end-to-end QoS using
polled data from different network elements, visualization of these metrics
across the network, identification of performance problems by correlating
the monitored parameters, and design of scalable polling strategies to
minimize management traffic. © 2003 Lucent Technologies Inc.

Introduction

Multiprotocol label switching (MPLS)-based net-
works are gaining acceptance with service providers
because they enable switching of packets at high rates
while retaining the flexibility of Internet protocol (IP).
IP provides support for quality of service (QoS)
through differentiated services (DiffServ), and MPLS-
based networks enable service providers to preserve
this feature. For QoS-capable networks to become
widely deployed, service providers must guarantee
some form of service-level agreement (SLA) with
their customers. Concurrent with providing SLA guar-
antees, service providers need to ensure that their
network is utilized in a cost-effective manner. The key

to achieving both of these objectives is an efficient
monitoring system that keeps track of bandwidth uti-
lization and QoS metrics, such as delay and loss. These
metrics can be tracked at different levels of granular-
ity: for each class of service (DiffServ code points
[DSCPs]), for each customer, for each MPLS tunnel,
and for each physical network pipe. The SEQUIN
monitoring system is designed to track QoS metrics
of a service provider network using simple network
management protocol (SNMP)-based techniques.
It comprises several modules, each of which is re-
sponsible for different tasks such as network polling,
computation of QoS metrics, and visualization. The
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visualization module presents the computed QoS
metrics in a graphical form across the entire service
provider’s network and helps identify and isolate any
performance anomalies or faults.

MPLS technology aims to bring together the best
of connection-oriented (asynchronous transfer mode
[ATM] and frame relay) and connectionless network-
ing (classic IP networks). The main benefits of MPLS
are the ability to provide bandwidth-guaranteed paths
and efficient path restoration using mesh routing and
shared backup paths. MPLS also simplifies the setup of
virtual private networks (VPNs) in a service provider
environment. Furthermore, MPLS supports multi-
service (frame relay, ATM, IP/MPLS) networking. The
momentum behind MPLS technology has now made
it possible to build higher-speed switches for MPLS.
0OC-192 MPLS boxes have been in existence for some
time, and OC-768 boxes are feasible and will likely
become available in the next year or two. Thus, ser-
vice providers have come to regard MPLS as the pre-
ferred solution for building the core of their networks.

DiffServ, on the other hand, is a framework for
assigning traffic to different classes based on IP source
address, destination addres, source port, destination
port, or protocol type. Packets belonging to different
classes are marked with different DSCPs. These mark-
ings are typically done at the ingress router/switch of
a service provider’s network. Based on the SLA for
different classes of traffic, metering and policing is
done at the ingress router or switch of a service
provider’s network to ensure that the traffic conforms
to the SLA between the customer and the service
provider or between two peer service providers.
Packets not conforming to the SLA are either dropped
or marked with lower priority so that they can be
dropped in the event of congestion in the network.
Packets belonging to different service levels are
marked with different DSCPs and put into different
queues. This mapping between the service-level pa-
rameters and the DSCPs ensures that the packets are
treated according to their QoS requirements by the
scheduler.

Network-based VPN is an excellent illustration
of how a service provider can combine MPLS
and DitfServ to provide a useful network service.
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Panel 1. Abbreviations, Acronyms, and Terms

APl—application programming interface

AR—auto regressive

ASN—abstract syntax notation

ATM—asynchronous transfer mode

CORBA*—Common Object Request Broker
Architecture

CPE—customer premises equipment

CVR—customer virtual router

DiffServ—differentiated services

DSCP—DiffServ control point

FIFO—first in, first out

GLR—generalized likelihood ratio

ICMP—Internet control message protocol

ID—identification

IP—Internet protocol

IS-IS—intermediate system to intermediate
system

JDBC*—Java* Database Connectivity

JMS—1Java Messaging Specification

LSP—Ilabel switched path

LSR—Ilabel switched router

MIB—management information base

MPLS—multiprotocol label switching

OC-12—optical carrier digital signal rate
of 62.08 Mb/s in a SONET system

OC-192—optical carrier digital signal rate
of 9.953 Gb/s in a SONET system

OC-768—optical carrier digital signal rate
of 39.813 Gb/s in a TDM system

OID—object ID

OSPF—open shortest path first

PCA—principal component analysis

PDU—protocol data unit

QoS—quiality of service

SLA—service-level agreement

SLS—service-level specification

SNMP—simple network management protocol

SONET—synchronous optical network

TDM—time division multiplexing

TEQUILA—Traffic Engineering for QUality of
service in the Internet, at LArge scale

TE—traffic engineering

VolP—voice over IP

VPN—uvirtual private network

Network-based VPNs enable a customer (typically an
enterprise) to specify different classes of service. A
customer’s VPN can begin at the customer premises
equipment (CPE) or at the edge of the service
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VPN architecture for a service provider network.

provider’s network. In the CPE case, access routers
provide the DSCP marking for different traffic classes;
in the latter case, the customer virtual router (CVR)
located at the edge of the service provider’s network
provides the marking. Figure 1 shows a VPN archi-
tecture for a service provider network.

In Figure 1, there are three VPN customers—A, B,
and C. In particular, customer B generates two classes
of traffic (gold and bronze), while customer A gener-
ates three classes of traffic (gold, silver, and bronze).
Packets are marked at the access router and sent to the
switch (STN-1) at the edge of the service provider’s
network. When DiffServ is combined with MPLS for
VPNs, there are several possible ways of mapping
DSCPs into MPLS label switched paths (LSPs). Here
we show one possible mapping just to set the stage

for the subsequent discussion on monitoring of MPLS
networks. In the illustration, the focus is on two VPN
customers A (gray color) and B (blue color). Both cus-
tomers have two locations, which are interconnected
using VPNs. Customer A generates three traffic classes
(gold, silver and bronze) and Customer B generates
two traffic classes (gold and bronze). In Figure 1, all
three traffic classes of customer A are mapped into the
same MPLS LSP at the label edge router (STN-1), and
each intermediate MPLS label switched router (LSR)
distinguishes among the different traffic classes using
the EXP-bits in the MPLS shim header. This map-
ping is known as an E-LSP mapping [9]. Note that,
using the E-LSP scheme, if the traffic from VPN
Customer B were also mapped onto the same LSP, the
problem of measuring QoS metrics on a per-customer
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basis would be further complicated. L-LSP is another
approach to combine DiffServ and MPLS. This ap-
proach permits the use of an MPLS/DiffServ combi-
nation even in the ATM environment. We believe that
the SEQUIN monitoring system will extend to such
networks as well.

Selection of Monitoring Metrics

In a service provider network, management and
performance information can be retrieved using
SNMP or other protocols such as Internet control mes-
sage protocol (ICMP). In this work, we focus on in-
formation that can be obtained using SNMP as the
method of retrieval. SNMP along with the related MIB
information supports a large number of variables that
describe and measure various aspects of network be-
havior. However, it is not possible to monitor all the
available information due to the impact of monitoring
overhead on network throughput. Therefore, a care-
ful selection of the critical metrics that must be mon-
itored is necessary.

Bandwidth. Typically the amount of bandwidth
provisioned for customers is different from the
amount the customers actually use. For example, a
service provider can allocate bandwidth that is equal
to the peak bandwidth requirement for its top-tier
customers while allocating bandwidth that is equal to
the average bandwidth requirement for its second-
tier customers. For even lower-tier customers, the
service provider can use an over-subscription model
similar to the airline industry. As a result of such
varied bandwidth provisioning schemes, the actual
bandwidth usage is different from the provisioned
bandwidth. The main benefit of bandwidth monitor-
ing is that the knowledge of actual bandwidth usage
would help the service providers to determine the
amount by which they can afford to over-provision
their network. For example, if the allocated
bandwidth on an OC-12 (622 Mb/s) link is 400 Mb/s
and the actual usage is 300 Mb/s, the service
provider has the option to over-provision the net-
work. Without the monitoring of bandwidth usage,
this information would not be available and would
therefore result in lost revenue for the service
provider.
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Delay. The importance of end-to-end delay from
a customer’s point of view will only increase as the
customer starts to rely on MPLS-based networks for
carrying real-time traffic. Voice-over-IP (VoIP), video-
streaming, or video-conferencing applications require
support from the service provider’s network for
bounded delay metrics. Continuous monitoring of
delay for MPLS tunnels enables a service provider to
ensure that the customer gets what he or she pays
for. Monitoring of actual delay would help the service
providers determine if they can admit new customers
who have specific delay requirements. Without such
monitoring, service providers would not be able to
provision any additional customers or services with
stringent delay requirements and would therefore lose
revenue.

Packet loss. Applications such as real-time voice
are sensitive to loss and, if a VPN customer wants
to get a low-loss connection for transporting loss-
sensitive traffic, it is important that the service
provider provision its network accordingly. Further-
more, performance problems such as data bursts from
different customers or the failure of a switch, router,
or link in the network can be detected by monitoring
packet loss, delay, and customer bandwidth violations
on the MPLS tunnels. Without continuous monitor-
ing, such problems may not be detected in real time.
This will lead to lower customer satisfaction and vio-
lation of SLAs with customers, and it will also result in
a loss of revenue for the service provider.

Relevant Issues for MPLS Monitoring

To implement MPLS monitoring, algorithms are
required to determine how frequently the network
elements should be polled, how many pollers are re-
quired, and how these pollers should be distributed. In
addition, new algorithms are needed to synchronize
the polled management information base (MIB) vari-
ables at different NEs and synthesize the end-to-end
QoS. The current MPLS-TE MIB only supports vari-
ables that provide traffic accounts for the first hop of
the LSP. To obtain a complete picture of network
usage, it is necessary to go beyond this limitation of
the MIB and provide performance data for all legs of a
given LSP. Algorithms that can take several monitored



parameters and correlate them to predict or identify
performance problems in the network are also re-
quired. SEQUIN addresses all these issues.

The QoS metrics of bandwidth, delay, and loss can
be monitored at different levels of granularity:
¢ Bandwidth and loss per physical pipe,
¢ Bandwidth and loss per LSP,

e Bandwidth, delay, and loss per class of service,
and
e Bandwidth, delay, and loss per class of service per

VPN customer (assuming support for MPLS VPNs

exists).

Note that, in Figure 1, we only show traffic from
one VPN customer (the gray color customer, cus-
tomer A) that has three classes of traffic (gold, silver,
and bronze), and there is one MPLS tunnel from
STN-1 to STN-3. It is possible to have multiple VPN
customers (customers A and B) with different classes
of traffic using the same LSPs. In such cases, it is nec-
essary to monitor QoS metrics per class of traffic per
VPN customer per LSP.

Related Work

Several generic monitoring tools are currently
available on the market. Only those products that
support QoS monitoring are mentioned here. Cisco’s
NetFlow provides the measurement base for Cisco’s
new Internet QoS initiatives. NetFlow technology
efficiently provides the metering base for key appli-
cations such as network traffic accounting, usage-
based network billing, network planning, network
monitoring, outbound metering, and data mining
capabilities for both service provider and enterprise
customers. Most of the data collected by NetFlow is
obtained using packet sampling techniques, and it is
used for post-processing the data on a periodic basis.
The SEQUIN monitoring tool analyzes the collected
data in near real time. Lucent’s Network Operations
Software Group uses the VitalSuite® product for mon-
itoring network performance. The current version of
the VitalSuite product does not offer a full feature
support for monitoring of MPLS and DiffServ.
However, its architecture is amenable for the easy
incorporation of MPLS support as developed in
SEQUIN.

The main objective of the European research
initiative called TEQUILA (for Traffic Engineering for
QUiality of service in the Internet, at LArge scale) [16]
is to study, specify, implement, and validate service
definition and traffic engineering tools for the
Internet. In the context of service-level specification
(SLS), the project addresses the problem of designing
protocols and mechanisms for negotiating, moni-
toring, and enforcing SLSs. Primarily, TEQUILA
addresses the specification of SLAs, while SEQUIN is
a monitoring tool that can be used to do SLA confor-
mance monitoring.

In this paper, we present software techniques,
algorithms, and the architecture of our prototype
SEQUIN online MPLS monitoring system.

SEQUIN Overview

SEQUIN is a software tool for online performance
monitoring and analysis of IP/MPLS networks. It
monitors traffic statistics at the edge and core devices
and synthesizes the collected information to provide
network-wide QoS status. The QoS status of the
network, along with the health of the network, is
displayed in near real time using multiple visual
metaphors such as arcs, tables, and histograms. The
SEQUIN architecture is defined with the goal of easy
integration with different high-level applications such
as provisioning and billing systems through the use
of Common Object Request Broker Architecture
(CORBA¥*) APIs.

The SEQUIN monitoring tool requires MPLS-TE
MIB support on network devices in order to provide
LSP discovery. It also uses the standard MIB II for
obtaining performance data of the LSP and the
physical network. SEQUIN uses SNMP to collect net-
work device information. The primary motivation for
using SNMP as the mechanism to monitor MPLS
networks is that SNMP is widely deployed on all IP
devices and supports a wide range of management-
related information. In order to provide perform-
ance metrics at the class-of-service level, it is
necessary for the network to have support for
DiffServ. However, if DiffServ is not supported,
SEQUIN is still capable of monitoring MPLS tunnel
specific performance.
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SEQUIN Architecture
The SEQUIN architecture is tailored primarily to

provide QoS monitoring in a single service provider
network. By limiting our scope to a single service
provider environment, we can focus on the specific
problem of QoS monitoring without the added
complexity of inter-domain routing. In the context of
a single service provider network, it is possible to pro-
vide reasonably good guarantees of QoS in a scalable
manner since a synthesized view of the network con-
ditions can be obtained. SEQUIN assumes that there is
a basic routing protocol support in the form of either
open shortest path first (OSPF) or intermediate system
to intermediate system (IS-IS). This assumption is
necessary so that route announcements will be made
as new tunnels are set up. Currently, we only con-
sider support for pre-provisioned explicit MPLS paths
and a single DiffServ domain. A single DiffServ
domain assumes that the DSCPs represent the same
traffic class throughout the network. This is reason-
able since in a single service provider network there is
only one administrative domain and therefore only
one mapping between the DiffServ code points and
traffic classes.

The SEQUIN system performs monitoring, infer-
ence, synthesis, and presentation. These tasks need
to be implemented at different time scales in the net-
work. The object-oriented, distributed architecture of
SEQUIN consists of six different modules working at
the appropriate time scales to accomplish these tasks
(see Figure 2):

e The NetMon module polls network devices both at
the edge and the core of the network for selected
MIB variable information. It collects MIB variable
values and saves them in the QoS database.

e The NetHealth module monitors the health of the
different network devices and detects anomalous
conditions such as router overloads and conges-
tion spots in the network. This module uses the
MIB variables that are collected by the NetMon
module.

e The NodeQoS module uses raw MIB variable infor-
mation to compute current QoS metrics for the
head end of the MPLS tunnel and for all the phys-
ical links of all the nodes.
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DB—Database
GUI—Graphical user interface
QoS—Quality of service
Top—Topology

Figure 2.
The modular SEQUIN architecture.

e The NetSyn module synthesizes the node-level QoS
metrics to provide an edge-to-edge view of net-
work QoS. This is accomplished by correlating the
QoS metrics of the different devices as computed
by the NodeQoS module.

e The NetVis module provides a visual interface that
displays the topology of the network and the cur-
rent state of network QoS metrics.

e Mirage, a statistical plotting and online analysis
package, provides multiple correlated views of the
network measurements.

The SEQUIN monitoring tool is implemented
using the Java* build environment, a Java Database
Connectivity (JDBC*)-accessible relational database
and a Java implementation of the Java Messaging
Specification (JMS). Each of the major SEQUIN
modules—NetMon, NetHealth, NodeQoS, NetSyn,
NetVis, and Mirage—runs in a separate Java Virtual
Machine (JVM) and the JVMs are dispersed across
two Linux* boxes in our test network.



SEQUIN database table structure. While asynchro-
nous messaging is used to signal events and commu-
nicate small amounts (on the order of 100 bytes) of
information in the SEQUIN architecture, all signifi-
cant quantities of information are communicated
between modules via database access. Information
stored in the database can be classified as either static
or dynamic. Static information includes system con-
figuration, network element configuration, network
topology, and monitoring agent information. Dynamic
information consists of polled SNMP data and infor-
mation computed with this data.

The polled data corresponds to the values of MIB
variables at the various network devices. It is kept in a
set of tables that are cleared frequently so they can be
held at a reasonable size. Tables that contain computed
statistics as well as synthesized MPLS information such
as tunnel-level QoS are cleared less frequently as this
information is of more enduring interest.

The current SEQUIN implementation uses the
SOLID [10] relational database; however, its JDBC
interface allows any database to be used as long as a
JDBC driver exists for it.

SEQUIN messaging service. SEQUIN modules com-
municate via the commercial SwiftMQ* JMS [12]. A
publish/subscribe messaging model is used where the
individual modules subscribe to select messages of in-
terest (different types of data have been written to
the database) and also publish messages once the
module has completed an operation. When registering
with the messaging system, each module provides an
asynchronous callback routine for each message type
to which the module has subscribed. Typically, when
a module receives a notification through this callback,
it retrieves data that has just been written to the data-
base. For example, notifications are triggered (pub-
lish messages) by the NetMon when it writes collected
MIB variable values to the database or when some
other module such as NodeQoS has completed a com-
putation of interest and written it to the database.

Network router/MPLS path discovery module. The
path discovery module is a standalone Java code that
does router discovery and writes the network topol-
ogy to the database. As it discovers each new router,
it uses SNMP to query the router for the existence

of the MPLS-TE MIB [7]. If the TE-MIB exists, it
then further queries the MPLS-TE MIB to extract
MPLS tunnel path information and writes it to
the database. The discovery code starts with one or
more seed routers and uses filtering to exclude
undesired addresses. It accesses the MIB variable
ipRouteNextHop [8] at each router node to find all
the neighboring nodes. It also retrieves all the router
interface information such as status and speed by
accessing the MIB 11 ifTable [8]. This data is saved to
the database for use by clients interested in topology
data and for use by other SEQUIN modules that need
interface index number, interface speed, and inter-
face type for their processing.

An MPLS tunnel is set up from the head-end
router to the egress router, with one or more routers
in between. The start or ingress router for the tunnel is
referred to as the head-end router, and the last router
in the tunnel path is the egress router. Although all
the routers in the path have to be configured to handle
MPLS, only the head-end router has the MPLS con-
figuration visible in the MPLS-TE MIB (assuming the
router’s operating system supports it). During the dis-
covery process, all but the last hop (node) in the path
are obtained by reading the mplsTunnelHopIpv4Addr
table in the TE-MIB [7]. The last hop is obtained by
reading the ipNetToMediaNetAddress table in the ip
group of MIB II. The last hop node is identified by
matching the output interface address of the next to
last hop node with the input interface address of the
last node. Per-tunnel traffic statistics are maintained
at the virtual interfaces of the router. Virtual interfaces
act just like any other iflndex [8], except that the tun-
nel statistics have been separated out from the hard-
ware interface over which the tunnel flows. If the
device does not support the MPLS-TE MIB but the LSP
path information is stored elsewhere, it can be im-
ported to the SEQUIN database and the system will
continue to operate as expected.

NetMon: The SNMP Poller Module

The NetMon module retrieves the MIB variable
values via SNMP and stores them in the database to
be used by other SEQUIN modules. The NetMon
module consists of two main functional areas that
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(1) parse the user polling-parameter input file, and
(2) perform the SNMP poll of MIB variables specified
by the user at the indicated frequencies. Using the
publish-subscribe model of the messaging service,
NetMon informs the other modules that it has written
MIB data to the database. It uses a commercial Java
SNMP stack [17] to send SNMP v1 and v2c requests to
the subject router nodes.

The polling parameters specification file contains
keywords and values for specifying the router node to
be polled (Node), MIB variable names to be retrieved
by SNMP (Var), and the frequency at which the MIB
variables are to be polled (Freq). The node values
are specified in the form of Internet addresses
(aaa.bbb.ccc.ddd), and the ‘Var’ values are specified in
the form of the complete MIB tree path plus indexing
structures (e.g., iso.org.dod.internet.experimental.
mplsTeMIB.mplsTeObjects.mplsTunnelTable.mpls
Tunnel Entry.mplsTunnelName.1.0.0.2173154476).
The Freq values are specified in multiples of 5 sec-
onds, up to a limit of 1800 seconds (30 minutes). The
minimum polling period is subject to the traffic and
capacity characteristics of the network being polled. In
our test-bed network, an interval of 15 seconds pro-
vided sufficient granularity. The polling parameters
file is parsed and the information is stored in Java
classes so that the poller can efficiently loop through
its polling cycle.

All polling specifications must be in a form suitable
for SNMP Get Requests. The requested MIB variables
(object IDs [OIDs]) are packed into an SNMP Get re-
quest protocol data unit (PDU), and the PDU is saved
internally in its binary byte form to avoid generation
of a new PDU every time through the cycle. It is pos-
sible to efficiently pack OIDs into an SNMP request
PDU and schedule the PDU for transmission to the
destination router. However, since we have a relatively
small number of router nodes in our test bed, the out-
going PDU requests are bunched together at the be-
ginning of the interval and sent out sequentially. The
code can be modified to disperse the PDUs over an in-
terval across the polling period to reduce the burstiness
of the SNMP traffic [1]. The SNMP poller loops
through the tables created in the poll parameters
parsing phase. SNMP Request PDUs are sent to each
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destination node at the appropriate frequency. The
poller sleeps after a request is sent until it is time to
send out the next request. After all SNMP responses
corresponding to a request PDU are received, the re-
turn values are put on a first-in-first-out (FIFO) queue.
The FIFO queue read thread is awoken, and it pulls
the return values off the queue and calls a routine to
save the data to the database. After all the results for a
router are put onto the queue, the poller puts a special
entry in the queue, which signals the FIFO-reading
thread to publish a message to the JMS message server
indicating that data for a particular router has been
written to the data base for the current time slot. Other
SEQUIN modules that have subscribed to this JMS
message type will be notified of the database update,
and they can proceed to use the collected MIB variable
values for additional processing or calculations.

NodeQoS: Node-Level QoS Monitoring

Node-level QoS statistics are provided by the
NodeQoS module. NodeQoS uses raw polled SNMP
MIB data and then calculates interface-level utiliza-
tion information. Bandwidth usage as well as aver-
age and peak is computed for all router interfaces at a
configurable frequency using the following formulas:

T/f
8+ > (Aifl0 + A,if00)
BW_Usage = =
T
. BW_Usage
Avg_Util =100 X ———
ifSpeed

T/f
Peak_Util = 8 * ]\I_/I:aIX(A,-ZﬂO + A,if00),

where fis the polling frequency, and T is the compu-
tation interval. A is the difference in value over sub-
sequent polling instances, and #f10, if0OO, and ifSpeed
are MIB variables found in the ifTable of MIB II.
Information on utilization spikes and trends observed
over time as well as dynamic algorithms to achieve an
optimally load-balanced network can be made avail-
able to network administrators. The NodeQoS module,
like most of the SEQUIN modules, can either work
alone or in a distributed manner. This permits the uni-
verse of nodes that must be monitored to be parti-
tioned for optimal computing and message-passing



characteristics. NodeQoS generates messages for
downstream modules (NetSyn, NetVis, and Mirage)
that provide graphical displays of NodeQoS computa-
tions. An issue under study is the computation of near
real-time statistical averages based on tunnel setup-
rate and holding times.

NetSyn: MPLS Tunnel-Level Monitoring

End-to-end MPLS tunnel-level statistics are gen-
erated by the NetSyn module. Currently available MIB
data can only provide tunnel utilization and perform-
ance data for the first-hop (or head-end) router of a
given tunnel. As shown in Figure 3, using tunnel
topology data, NetSyn algorithms propagate head-end
traffic data across all of the links in all the tunnels.

Tunnel bandwidth utilization, non-tunnel band-
width utilization, and residual capacity are computed
for all monitored links using the following formulas.

In the general case, we have:

N
AvgTunLoadLink; = 2 "
=1

AvgNonTunLoadLink; = I; — E L

g
i=1

RemainingCapacityLink; = C; — I,

N
ConfigurableCapacity = C; — 2 By,
=1

Per tunnel and
per link stats

Tunnel

path info Synthesized

QoS metrics

DB—Database
QoS—Quality of service

Figure 3.
Schema for NetSyn computations.

where t; is the average load for tunnel i on physical
link j. The value of #; is obtained using an equation
similar to that of bandwidth usage in the NodeQos
module. Traffic counts associated with a given LSP
appear as yet another interface on the router and
therefore have all the traffic counter MIB variables,
just as in the case of a physical interface. N is the total
number of tunnels on physical link j; /; is the band-
width usage of physical link j; C; is the physical ca-
pacity of link j; and B; is the configured bandwidth for
tunnel / on link j.
In the case of head-end routers we have:

AvgNonTunLoadLink; = ;
N
RemainingCapacityLink; = C; — E ty — L.
=
Once the metrics for the first hop of an LSP are ob-
tained, the LSP path discovery module can be used
to reflect the computed information onto all the links
on the path of that LSP.

Over time, usage patterns can be identified, and
this data can be used as input to either automated or
manual provisioning software to determine optimal
paths for new tunnels based on complex provisioning
and SLA requirements. NetSyn generates messages
for NetVis and Mirage that provide graphical displays
of NetSyn computations. Additionally, it is possible to
create a historical record of computations via a data
archiving option. Archival data can be used for replay
as well as online simulation scenarios.

NetHealth: Network Health Indicator

The NetHealth module monitors the health of the
different network devices and detects anomalous con-
ditions such as router and MPLS tunnel overloads and
congestion spots in the network. This module uses
the interface and ip group MIB variables that are col-
lected by the NetMon module. It implements online
learning methods and provides probabilistic indica-
tors of the current health of a given node along with
some fault characterization.

A diagrammatic representation of the three-stage
NetHealth algorithm is shown in Figure 4. The first
stage is to detect abnormal changes for each MIB vari-
able. The increments in the MIB variables constitute
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Figure 4.
Schematic diagram of the NetHealth algorithm.

a time series. A piecewise stationary auto-regressive
(AR) model is used to describe the non-stationary sto-
chastic time series [2]. In order to detect the subtle
changes in the MIB variables that precede a fault, a
sequential hypothesis test was performed using the
generalized likelihood ratio (GLR) test [14]. Using this
test, a time-correlated indicator of the abnormality
level is obtained for each of the variables. The indica-
tor takes values between [0, 1]—1 corresponds to
abnormal, and 0 corresponds to normal. The variable
level indicators of the correlated MIB variables form a
feature vector J(t).

The second stage, called the correlator, incorpo-
rates the spatial correlation into the feature vector to
compute a health indicator for the network node or
MPLS tunnel. A correlator matrix A is designed to
represent the interaction among the components of
the feature vector. The health indicator is obtained as
shown in Eq. (1).

FIG(E)] = (1) Aty (1)

The health indicator is a single value, also
bounded between [0, 1]—0 implies healthy, and 1
implies unhealthy. Values in between correspond to
increasing abnormality levels. The decision of healthy
versus unhealthy is made based on (2),

t, =t A = fIP()] = Apay ) (2)

where Ag,in and Apn.y are the eigenvalues of the cor-
relator matrix A [15]. In the final stage of the algo-
rithm, the health indicator is fed into the decision
maker to determine the network element status as
healthy, warning, or unhealthy.
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When detecting router abnormalities, the feature
vector includes three ip group MIB variables—
ipInReceives, ipOutRequests, and ipInDelivers. For de-
tecting interface abnormalities, the feature vector
uses two interface group variables—ifInOctets and
ifOutOctets. In both cases, the MIB variables are col-
lected from the same router. Detection of MPLS tun-
nel abnormalities is different from the last two cases,
since the MPLS tunnel is unidirectional and the tun-
nel MIB variables can be obtained only at the head-
end router. To provide a tunnel health indicator, the
required MIB variables must be collected from the
heads of both the forwarding and the reverse tunnels.
Therefore, it is necessary to synchronize the polling
results from both tunnel head ends. In the current
implementation, we use a logical time stamp to syn-
chronize the polling results by attaching the same
time stamp to the queries for both routers and send-
ing the queries out simultaneously. Since the moni-
toring frequency is usually greater than or equal to
15 seconds, it is reasonable to omit network delay
(order of ms) and query processing delay (experi-
mentally found to be 20 ms) on the routers. We con-
sider the two polling results with the same logical time
stamp to represent a snapshot of the bidirectional
tunnel traffic. The MIB variable ifOutOctets is used to
detect a tunnel health problem.

The fault detection capability is improved by
adding some signature-based root cause analysis fea-
tures. By observing traffic information pertaining to
an hour prior to the declaration of failure, we can
identify different groups of failures by analyzing their
characteristic traffic patterns [13].



NetVis: Visualization Interface

The SEQUIN visualization interface permits the
network administrator to work with the visual repre-
sentation of tunnels, links, and nodes. It is character-
ized by both its hierarchical nature and its extensive
filtering capabilities. The administrator generally be-
gins with the tunnel abstraction. It is possible to filter
and search for tunnels based on static information
such as the customer ownership and the location con-
nections or various dynamically changing criteria such
as effective throughput and utilization. These selected
tunnels appear as large arcs between the source and
destination locations. By clicking on an arc, informa-
tion on any tunnel that traverses the arc can be viewed
in a tabular format. Selecting a particular tunnel (e.g.,
row) from the table causes the physical links for the
tunnel path to become highlighted. Dynamic color-
coding of router nodes and the links that interconnect
them give visual insight to the health of the tunnel
path. It is also possible to select individual links and
view link-specific statistics in a tabular format. The

visual interface reads network topology information
from external database tables that have been popu-
lated through a topology discovery process. A screen
shot of our visualization package with the tunnels
mapped onto a geographical layout is shown in
Figure 5. The blue arcs represent the tunnels, and the
colors on the routers and interfaces represent the
health states (colors are adjusted for this publication).
The pop-up table shows the relevant metrics for the
selected tunnels.

Online Data Analysis

NetSyn interacts with Mirage [5], a software pack-
age for graphical data analysis. Mirage supports direct
graphical querying via user interactions, as well as
highlighting and dynamic updating. In SEQUIN, these
capabilities are used to show multiple correlated views
that dynamically track traffic characteristics or display
a snapshot of the network load at a particular instance.

In Mirage, a data set is a matrix with entries
represented by rows and attributes represented by
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Figure 5.
NetVis display of computed metrics.
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columns. Multiple views of SEQUIN data can be ob-

tained. The basic views include:

e A table view of the data matrix, with an optional
color tag attached to each row.

e A histogram plot that can be reconfigured to show
a one-dimensional projection of the data set to
any single attribute with frequencies in a config-
urable number of bins.

e A scatter plot that displays a two-dimensional
projection of the data, where the X and Y axes
can be chosen to be any of the attributes via list
boxes. Regions in the projection plane can be
selected by highlighting with a mouse.

e A feature vector plot (also known as a plot of par-
allel coordinates) [6] that plots the value of every
attribute against the index of that attribute in a
chosen group. Data can be selected and broad-
casted from this plot by drawing intervals of val-
ues in each attribute and composing unions or
intersections of such intervals.

e A time series plot that shows the value of a single
attribute or values of several related attributes at
each entry, assuming that each entry represents a
time step with fixed increments.

For example, in a histogram, during the latest
polling period we can show how many interfaces
experienced an average utilization of 20 to 30%, how
many experienced 40 to 50%, and so forth. Any out-
liers, say, interfaces that have extremely low or high
utilization, will be immediately apparent. A user can
select the corresponding bars in the histogram and
display the selection as a table from which the router
IDs and interface IDs can be read. The selection can
also be sent to a NetVis display for highlighting on the
network map. Updates of the NetSyn variables are
appended to another Mirage data set history that
stores a historical trace of each variable up to a certain
look-back limit and can be displayed as a time series.
In Figure 6, a screen shot shows Mirage display
capabilities (colors are adjusted for this publication).
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Figure 6.
Mirage display of computed metrics.
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Research Results

The research problems addressed by the SEQUIN
project range from specific issues related to SNMP-
based monitoring to the general problem of network
measurements and the infrastructure necessary for
scalable monitoring systems. In this section, we pro-
vide a brief summary of the key results.

Choice of Variables

Using SNMP MIB for monitoring, network man-
agers have access to a large number of MIB variables
that describe the functionality of the network.
However, to design a scalable monitoring system, it
is essential to restrict frequent polling to a few vari-
ables. Therefore, a rigorous mechanism is required to
identify a basic set of MIB variables. One technique
for reducing the number of variables is principal com-
ponent analysis (PCA) [3]. Using PCA, we can reduce
the number of variables to be polled by choosing
those variables that contribute to the highest vari-
ability of the data.

Given a set of variables, PCA computes a new set
of variables that are linear combinations of the original
ones and orders them by the amount of variance in the
data set that is explained by these new variables. In
our case, the original variables are the MIB variables.
The weight of each of the original (i.e., MIB) variables
on each particular component (i.e., the newly defined
variables) describes the contribution of that variable
to the component. Thus, a minimum set of MIB
variables can be found by selecting the ones that have
the highest weights on the most important compo-
nents (i.e., those explaining most of the variance).
In the if group of variables, of the 9 components
obtained, components 1 and 2 together, composed of
the variables interfaceInOctets, interfaceInUnicastPkts,
interfaceOutErrors, interfaceOutOctets, and
interfaceOutUnicastPkts, accounted for about 40%
variance in the data. Thus, these variables were
selected. In the MIB, MPLS tunnel information is rep-
resented as yet another interface; therefore, studying
the interface group provides the relevant variables to
be polled for the MPLS tunnels as well. This choice of
MIB variables significantly reduces (by 50%) the
bandwidth overhead while still ensuring good confor-
mance monitoring for MPLS traffic profiles.

SNMP PDU Packing Strategies

The efficiency of SNMP-based monitoring systems
can be improved by optimizing the use of SNMP
PDUs. By optimally packing the SNMP PDUs we can
reduce the bandwidth overhead due to network
measurements. This is an important step for SNMP
monitoring in MPLS networks. In the MPLS-TE
MIB [7], the new variables being defined require an
increasing number of bytes to specify them in the
SNMP request packet, thus increasing the overhead
associated with monitoring. Optimal packaging of an
SNMP PDU request is dependent on the response val-
ues from the query. In determining the response PDU
size, the response packet overhead bytes for encoding
and the OID size are known since they are user spec-
ified. The only unknown is the OID return object
value length required for packing it into the response
PDU. Figure 7 shows the maximum number of OIDs
that can be packed into a single PDU of a particular
abstract syntax notation (ASN) [11]) return type. The
number of OIDs that can be packed into a single
SNMP PDU also depends on the size of the OID.
Figure 8 shows that the number of OIDs that can be
packed into a single SNMP PDU drops as the OID size
increases.

Of all the MIB variable types, the most common
are ASN type Integer, Integer32, and Integer64. The
SNMP agent packs the return value using as few bytes
as possible to encode the return value. Therefore, it is
difficult to estimate the exact amount of space that is
required to pack the response value unless one has
some knowledge of the real value to be returned.
Figure 9 shows the impact of the response value size
on the number of OIDs that can be packed into a
single SNMP PDU.

Therefore, as one builds a request PDU, one can
assume a response value length equal to the maxi-
mum ASN value type, even though less space may
actually be used (e.g., Integer64 = 8 bytes, Integer
32 = 4 bytes). As OIDs to be packed into an SNMP
Request packet are accumulated, one must also ac-
count for the ASN response value size corresponding
to the associated OID and keep the total accumulated
size below 1300 bytes (the maximum size allowed by
the SNMP agent).
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Maximum number of OIDs that can be packed into a single SNMP PDU for MIB variables of different ASN types.
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Maximum number of OIDs that can be packed into a
single SNMP PDU as a function of OID size, for ASN-
type integer.

Distributed Poller Location

Typically, in network measurement systems, all
nodes are monitored from a single point. Such a cen-
tralized scheme does not scale for large service
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Maximum number of OIDs that can be packed into a
single SNMP PDU as a function of the response value
size.

provider networks. With a centralized polling scheme,
poll responses have to be forwarded to a central
location in the network, thus creating a potential for
bandwidth bottle-neck on selected links that are close



to the central manager. Using distributed measure-
ment systems [4] improves scalability by reducing the
overall bandwidth overhead. In a distributed meas-
urement system, the polling load is shared among
multiple pollers located at different points in the net-
work. However, using distributed pollers increases the
cost of network management. Therefore, a good
measurement infrastructure must minimize the cost
associated with distributed polling. The cost is due to
both the deployment of the instrumentation and the
bandwidth consumed by the measurement traffic.

Based on simulation studies, we found that the
total number of pollers for a given network topology
can be reduced by using a MaxPollee assignment
scheme. The MaxPollee assignment scheme aggres-
sively chooses the next poller with the intent of as-
signing all of the remaining nodes to the new poller.
However, the reduction in the number of pollers
comes at the cost of the bandwidth consumed. We
observed that, by increasing the capacity reserved for
polling, we can always reduce the number of pollers
regardless of the heuristics used. For a given service
provider topology, we were able to identify a poller set
and a corresponding assignment scheme without
violating any bandwidth constraints (only in 40% of
the cases was it necessary to use more than 90% of
the allocated bandwidth for polling). The distributed
poller location scheme can be used in the design
phase of a network management system. For a net-
work of about 200 nodes, we can obtain the poller
set and the assignment scheme in just a few minutes.
Thus, with little effort the network operations center
can identify the placement of their measurement
instrumentation.

Software Optimizations

For small networks, our current model performs
with acceptable latency. However, for larger networks,
optimizations are desirable. In the SEQUIN architec-
tural model, there are two time intervals—the polling
interval and the computation interval. The computa-
tion interval is the interval over which the relevant
QoS metrics are computed. It is a processing require-
ment that all raw polled data be written to the
database within the polling interval. Likewise, it is

necessary that all computations derived from the raw
data be carried out within the computation interval. If
the computations exceed this processing window on a
regular basis, then any buffers employed to mitigate
the effect of tratfic bursts will quickly overflow.

System-wide optimization can be achieved by
configuring the frequency of messages passed be-
tween processes. For example, a single message can be
sent to indicate that the data for multiple interfaces
has been polled or processed. This step minimizes the
amount of messaging traffic, as well as reduces the
number of database operations. Since database oper-
ations have a high overhead, these optimizations have
a significant impact on processing time requirements.
Dynamic adjustment of the polling interval and the
prioritization of polled data can also improve system
operation. Based on trend data, nodes and interfaces
that have been identified as risky can be given a
higher priority during periods of high bandwidth
usage and resource consumption. Another optimiza-
tion scheme is the additional parallelization of inter-
module processing. It is possible for upstream modules
to forward certain intermediate results to downstream
modules, thus allowing the downstream modules to
get a head start on processing. This reduces the over-
all processing time.

Lastly, like distributed pollers, the use of distrib-
uted databases to store and forward polling results can
minimize processing latency. Of course, when using
multiple databases in peering relationships, system
state maintenance and consistency are well-known
problems. Because of these consistency issues, it is still
desirable to have a master database that regularly re-
ceives the intermediate results (we may only send
change data) from a network of local databases.

Conclusion and Future Work

In this paper, we have presented the design of an
MPLS monitoring system. We have implemented the
necessary modules and developed the required algo-
rithms for monitoring MPLS tunnels in service
provider networks. The SEQUIN system has been
successfully implemented on a test-bed network.
Currently, the system is being used to monitor band-
width metrics. There is ongoing work for developing
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algorithms to measure delay and loss. We are investi-
gating novel scheduling strategies with regard to a
distributed polling system and the capability of our
algorithms for fault modeling and prediction.
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