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Abstract

The detection of network fault scenarios was achieved using an appropriate subset of Man-

agement Information Base (MIB) variables. Anomalous changes in the behavior of the MIB

variables was detected using a sequential Generalized Likelihood Ratio (GLR) test. This in-

formation was then temporally correlated using a duration filter to provide node level alarms

which correlated with observed network faults and performance problems. The algorithm was

implemented on data obtained from two different network nodes. The algorithm was optimized

using five of the nine fault data sets and it proved general enough to detect three of the re-

maining four faults. Consistent results were obtained from the second node as well. Detection

of most faults occurred in advance (at least 5 mins) of the fault suggesting the possibility of
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prediction and recovery in the future.
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1 Introduction

Fault management comes under the bigger umbrella of network management. Fault situations could

arise from defective components, their transient failure, software failures or from operational errors [1].

As the demand for and dependence on enterprise networks increases, the variety in network devices

and software also increases. Along with the variety come the problems of compatibility and coexistence

of the network’s different pieces. These problems make fault management a critical part of providing

network reliability and Quality of Service (QoS) guarantees. The goal of this work was to detect

potential network problems through network traffic measurements using the Management Information

Base (MIB) variables [2].

Several network management software packages are commercially available; however these at best can

only detect severe failures or performance issues such as a broken link or a loss of link capacity [3]. These

methods do not capture the subtle changes in network traffic that are indicative of many common

network problems (ex.file server crashes). Rule based methods have also been developed to detect

certain subsets of faults. Unfortunately these methods require a data base of fault scenarios and rules for

detection which often rely heavily on the expertise of the network manager . The rules thus developed are

too specific to characterize all network fault scenarios that evolve with time. Thus most schemes based

on Artificial Intelligence suffer from being dependent on prior knowledge about the fault conditions on

the network and the rules developed do not adapt well to a changing network environment [4]. Research

in the field of fault management is primarily focussed on fault localization by alarm correlation [5][6].

Fault localization is usually based on the assumption that the alarms provided by the network nodes are

true and the relevance of temporal information in the alarms is ignored or assumed accurate. The issue
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of temporal information has been partially addressed by introducing TMIBs which are time correlated

MIB variables [7]. However, to the best of our knowledge the generation of time correlated alarms

related to a fault at a network node is still an open problem.

The potential use of MIB variables in fault management has been explored previously by Hood and Ji [8].

In the present work a new, simpler fault detection algorithm has been developed which takes advantage

of the interrelationships between MIB variables through a simple combination scheme, generating time

correlated node level alarms. An appropriate subset of MIB variables was chosen based on their relevance

to the network traffic. The alarms were generated proactively (i.e) before the fault actually occured

(refer Section 9). The problem of fault characterization was avoided by utilizing the statistical properties

of the signal (specifically using the AR parameters). The simplicity of the algorithm and its adaptibility

to topological changes that are common in enterprise networks make it an attractive approach for online

implementation. Since the processing is done locally, the method is expected to lend itself easily to a

distributed implementation.

An adaptive GLR test was used to detect changes that occur in the traffic data collected from the

network. The MIB variables represent a cross section of this traffic at the different layers of the

protocol stack that defines the network. The changes detected in the signal (MIB variables) at the

different protocol layers were then correlated so as to reflect the propagation of the change through the

protocol stack. This correlated information was then used to declare an alarm at the node level. With

very high probability the alarms obtained were found to be indicative of an impending fault.

The algorithm has been successfully implemented on a campus LAN network. Data was obtained from

the two routers (internal router and gateway) associated with the LAN. The configuration and the

nature of traffic of this campus network is rich enough to provide a small scale model of an enterprise

network. As the algorithm developed does local processing of the MIB variables we believe that the
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methods should scale well to the larger scale enterprise network environment.

2 Model

The network management system we developed is based on a network management protocol working in

a client - server paradigm. The network manager is the client and the agent providing the data is the

server. The network used was the Internet and the associated management protocol was SNMP [9]. The

agents were different entitites on the network that are capable of collecting MIB variables. The SNMP

provided an organized structure to these variables (MIB) as well as a mechanism for communication.

However, these variables by themselves were not sufficient to detect faults. The variables had to be

further processed in order to obtain an indicator on the occurrence of network problems.

The node level alarm generation system consisted of two stages. These stages are depicted in Figure 1.

In the first stage, the change points for each individual variable was detected. The data processing

unit divided the time series into piecewise stationary segments. The piecewise stationary segments of

the data were modelled using an AR (auto regressive) process. The data from the processing unit

was analysed by the change detector which determined the generalized likelihood ratio. A sequential

hypothesis test based on the power of the residual signals in the segments was performed to determine

if a change had occurred. Each of these change points were then compared to the first two moments

of the normal data. An alarm was raised at the variable level if the first two moments of the changed

time series segment was significantly different from the normal data. The details of this approach are

explained in Section 5. The first stage produced a series of alarms corresponding to changes observed

in each of the individual MIB variables. These alarms were candidate points for fault occurrences.

In the second stage the variable level alarms were combined using the a priori information about the

relationships between the MIB variables. This aspect is further discussed in Section 6. The time
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correlated alarms corresponding to the faults were obtained as the output of the second stage.

3 Experimental Network

The experiments were conducted on the Local Area Network (LAN) of the Computer Science (CS)

Department at Rensselaer Polytechnic Institute. The network topology is as shown in Figure 2. The

CS network forms one subnet of the main campus network. The network implements the IEEE 802.3

standard. Within the CS network there are seven smaller subnets and two routers. All of the subnets

use some form of CSMA (Carrier Sense Multiple Access) for transmission. The routers implement a

version of the Dijkstra’s algorithm. One router (router 2 called node 1) is used for internal routing and

the other serves mainly as a gateway (router 1 called node 2) to the campus backbone. The external

router or gateway also provides some limited amount of internal routing. The internal router has 6

interfaces and the external router has 4 interfaces with the CS subnets. The back bone is an FDDI

(Fiber Distributed Data Interface) ring. There are 133 host addresses and 2 file servers. The majority

of the host machines are SPARC stations and there are also a few Ultras and PCs. The network spans

2 buildings. It is a well designed network in the sense that there are no recurrent problems and the

utilization is within the limitations of the bandwidth. The majority of the traffic is file transfers or web

traffic which involves the workstations accessing the file servers. The speed of the network is 10Mb/s.

The external gateway and the internal router are SNMP agents. The Management Information Base on

these agents were polled (using a PERL script) every 15 seconds to obtain the measurement variables.

Data was collected from the interface of subnet 2 with both the routers and at the routers themselves.

Queries to the MIB were sent out from a machine (denoted as nm in Figure 2) on subnet 3. As there

were no dedicated machines for data collection purposes the issues of storage space and the impact of

polling on the network traffic dictated the choice of the polling frequency [7][10].

There were no network management measures in place on this network. Each machine on the network
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ran the UNIX syslog function. This function generated messages that related to problems associated

with the network, applications, or the specific machine itself. These syslog messages were used to identify

network problems. One of the most common network problems was NFS server not responding. The

syslog messages only reported that the file server was not responding, but was unable to identify the

cause of the problem. Possible reasons for this problem are unavailibility of network path or that the

server was down. Although not all problems could be associated with syslog messages, those problems

which were identified by syslog messages were accurately correlated with fault incidents. A description

of the data sets used is provided in Table 1.

4 Choice of Variables

The Management Information Base maintains 171 variables [11]. These variables fall into the following

groups: System, Interfaces, Address Translation (at), Internet Protocol(ip), Internet Control Message

Protocol (icmp), Transmission Control Protocol (tcp), User Datagram Protocol (udp), Exterior Gateway

Protocol (egp), and Simple Network Management Protocol (snmp). Each group of variables describes a

specific functionality of the network. Depending on the type of node monitored an appropriate group

of variables was considered. In this work the nodes being monitored were the routers and a specific

interface with subnet 2 (refer Figure 2). The if group of variables and the ip group of variables describe

the traffic characteristics at a particular interface and at the network level respectively. Therefore we

investigated the if and ip groups.

Within a particular MIB group there exists some redundancy. For example consider the variables

interface Out Unicast packets (ifOU), interface Out Non Unicast packets (ifONU) and interface Out

Octets (ifOO). The ifOO variable contains the same traffic information as that obtained using both

ifOU and ifONU. In order to simplify the problem, redundant variables were not incorporated. Some

of the variables, by virtue of their standard definition [2], were not relevant towards the detection of a
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fault and therefore excluded. The relationships between the MIB variables of a particular group can

be represented using a Case diagram [12]. The Case diagram for the if and ip variables are shown in

Figure 3.

Five MIB variables were selected for our algorithm. In the if layer, the variables ifIO (In Octets) and

ifOO (Out Octets) were used to describe the characteristics of the traffic going into and out of that

interface from the router. Similarly in the ip layer three variables were used. The variable ipIR (In

Receives), represents the total number of datagrams received from all interfaces of the router. ipIDe

(In Delivers), represents the number of datagrams correctly delivered to the higher layers as this node

was their final destination. ipOR (Out Requests), represents the number of datagrams passed on from

the higher layers of the node to be forwarded by the ip layer.

The variables chosen correspond to what are called the filter counters [12]. A filter counter is a MIB

variable that measures the level of traffic at the input and at the output of each layer. The five MIB

variables chosen are not strictly independent. However the relationships between these variables are not

obvious and depend on parameters of the traffic such as source and destination of the packet, processing

speed of the agent and the actual implementation of the protocol. Some of these dependencies have

been incorporated at the combination stage (refer Section 6).

5 Change Detection

The detection algorithm employed at the node level was based on the premise that the statistical

properties of the MIB variables change in response to fault conditions. It has been experimentally

shown that changes in the statistics of traffic data can be used to detect faults [1][3][13]. The detection

algorithm was implemented independently on each MIB variable. The increments in the MIB counters

were obtained every 15 seconds and the data thus generated constituted a time series. Representative
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time series data from both the ip and the if layers are shown in Figure 4. These two data traces

reveal each variables’ behavior over a two hour period. Note that the data exhibits a high degree of

nonstationarity. Piecewise stationary auto-regressive models have been used to successfully describe

such nonstationary stochastic time series signals [14]. Thus the MIB data was divided into 2.5 minute

(10 time lags) piecewise stationary windows. Within a time window of size N,(N=10), the MIB data was

linearly modelled using a first order AR process. Using these piecewise stationary windows a sequential

hypothesis test was performed using the GLR [15] [16]. Non overlapping windows were used in order to

obtain uncorrelated residuals within each window.

For a given MIB variable consider two adjacent time windows R(t) and S(t) of lengths NR and NS

respectively as in Figure 5 (NR = NS = 10). Let us first consider R(t):

R(t) = {r1(t), r2(t), ..., rNR
(t)} (1)

Here we can express any ri(t) as r̃i(t) where r̃i(t) = ri(t) − µ and µ is the mean of the segment R(t).

Now r̃i(t) was modelled as an AR order p process (p=1) with a residual error εi,

εi(t) =
p
∑

k=0

αkr̃i(t− k), (2)

where αR = {α1, α2, ..., αp} are the AR parameters. From Equation(2) and assuming that each time

sample is drawn from an N(0, σ2
R) distribution [15][17], the joint likelihood of the residual time series

was obtained as

p(εp+1, ..., εNR
/α1, ..., αp) =





1
√

2πσ2
R





ŃR

exp

(

−ŃRσ̂2
R

2σ2
R

)

, (3)

where σ2
R is the variance of the segment R(t), and ŃR = NR − p, and σ̂2

R is the covariance estimate

of σ2
R. We obtained a similar expression for the segment S(t). Now the joint likelihood l of the two

segments R(t) and S(t) is given as,

l =





1
√

2πσ2
R





ŃR




1
√

2πσ2
S





ŃS

exp

(

−ŃRσ̂2
R

2σ2
R

)

exp

(

−ŃS σ̂2
S

2σ2
S

)

(4)
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The expression for l is a sufficient statistic and was used to perform a binary hypothesis test. The two

hypotheses were H0, implying that no change was observed between segments, and H1, implying that

a change was observed. Under the hypothesis H0 we have,

αR = αS , (5)

σ2
R = σ2

S = σ2
P . (6)

where σ2
P is the pooled variance. Under hypothesis H1 , we have,

αR 6= αS , (7)

σ2
R 6= σ2

S . (8)

Using the conditions in Equations (6 and 8) we obtained the likelihood ratio as,

λ = σ
−(ŃR+ŃS)
P σŃR

R σŃS

S exp

(

−σ̂2
P (ŃR + ŃS)

2σ2
P

+
1

2

[

ŃRσ̂2
R

σ2
R

+
ŃS σ̂2

S

σ2
S

])

. (9)

Furthermore on using the maximum likelihood estimates for the variance terms, we get the log likelihood

ratio to be,

− lnλ = ŃR(ln σ̂P − ln σ̂R) + ŃS(ln σ̂P − ln σ̂S) (10)

The log likelihood ratio (− lnλ) was compared with an optimally chosen threshold h (h=5-20, depending

on the MIB variable). Segment boundaries where the threshold was exceeded were considered to be

change points. That is,

− ln λ > h =⇒ H1, (11)

≤ h =⇒ H0. (12)

(lnλ) can also be interpreted as a measure of the information loss incurred by accepting the hypothesis

H0 [18]. A second hypothesis test was conducted for all change points detected by the first hypothesis

test. In the second hypothesis test the mean µP and variance σP of the pooled segment were compared

with the normal mean µ0 and variance σ0 using a likelihood ratio and a second threshold η. The normal
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mean and variance were computed from the normal data over a twenty four hour period. The two

hypotheses considered were H0 with a distribution of N(µ0, σ
2
0) implying that the change was normal

and H1 with a distribution of N(µP , σ2
P ) implying an abnormal change had occurred. Abnormal changes

were noted as variable level alarms. Our algorithm depends on the following parameters:

* the order p of the AR process,

* the threshold values h and η

* the normal mean µ0 and variance σ0.

The choice of these parameters are discussed in Section 7.

6 Combination

The variable level alarms obtained in phase 2 of the detection algorithm were combined using a duration

filter. The duration filter was implemented on the premise that a change observed in a particular variable

would propagate into another variable that was higher up in the protocol stack. For example, in the

case of the ifIO variable, the flow of traffic is towards the ipIR variable. Using the relationships from the

Case diagram representation shown in Figure 3, the possible transitions between the chosen variables

were determined (see Figure 6). The duration filter was designed to detect all four transition types. The

time interval between transitions from one variable to another represents the duration filter. The length

of the duration filter for each transition was experimentally determined and these values are denoted on

the arcs of the transitions in Figure 6. Transitions that occur within the same protocol layer (ipIR to

ipIDe) required a duration filter of length 15 seconds 1. However, for transitions that occured between

the if and the ip layers a significantly longer duration filter of 20 to 30 min was required.

1sampling rate of the MIBs
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7 Implementation Issues

The implementation steps of the algorithm are shown in the flow chart in Figure 7. The broad arrows

indicate that a set of parameters corresponding to the five chosen MIB variables are being passed to

the subsequent stage. The narrow arrows denote a single output.

AR order (p): Adequate representation of the signal and parsimonious modelling [14] were competing

requirements; hence a trade off between these two issues was necessary. The accuracy of the model was

measured in terms of Akaike’s final prediction error (FPE) criterion [19]. The order corresponding to a

minimum prediction error was the one that best modelled the signal. However due to singularity issues,

there was a constraint on the order p [15] expressed as:

0 ≤ p ≤ 0.1N, (13)

where N is the length of the sample window. Furthermore, if we wish to detect a change segment of

length Q or longer, then the sample window size has an upper limit [15],

N ≤ 0.7Q (14)

In our algorithm we set Q=15 time lags (3.75 min, approx duration of faults, see Table 1) and N=10

time lags (2.5 mins). Using these values for N and Q and subject to the constraint Equations ( 13) and

( 14), we found the only appropriate order for p that minimizes the FPE for each of the MIB variables

to be 1.

Threshold h and η: The threshold h was optimised experimentally on data sets 3 and 6. The same

values were used on all the other data sets, both as h in the first stage and as η in the second stage. The

optimized values worked well on the other data sets (refer section 9). Since the ip variables represent

traffic at a lower resolution (in units of datagrams), and the if variables at a higher resolution (in units

of octets), the thresholds used for the ip variables were half that of the if variables.

11



Normal mean and variance: The normal values of mean µ0 and variance σ0 used in stage 2 of the

detection algorithm were computed over a 24 hour period for each variable. These values were obtained

from data sets 3 and 6 and they worked well for the remaining data sets (refer Section 9).

8 Performance Analysis

The performance of the algorithm was assessed in terms of the probability of detection PD, the prob-

ability of false alarm PF and the average number of alarms generated in an hour. These measures

obtained for the two nodes on different data sets are shown in Tables 3 and 4. The probability of

detection PD was calculated as the ratio of the total number of correct matches to total number of

known faults within the data set [1]. All alarms generated within one hour before or 15 minutes after

the fault occurred were considered to be true alarms. The probability of false alarm PF was calculated

as the ratio of the total number of false alarms generated to the total number of data samples available

in the data set [1]. By recent proactive alarm, we refer to the alarm time that was closest to the actual

fault. The probability of false alarm was computed conservatively. The effects due to the hysteresis of

the fault and the persistence of alarms before a fault occurs, are included in the computation of the

false alarm rate.

The performance of the algorithm was also studied under different sets of thresholds, and the corre-

sponding values for the probability of detection and probability of false alarm are shown in Table 5.

Thresholds for each of the MIB variables were set to be five above and five below the optimal values.

It was observed that as the thresholds were increased the probability of detection increased along with

the false alarm rate. The optimal threshold chosen was cost-benefit related. The cost refers to the

frequency of false alarms and the benefit is the accuracy of fault prediction.

The algorithm is based on a linear model, rendering it feasible for online implementation. The complexity
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as a function of the number of model parameters is O(4N), where N is the number of input MIB

variables. For the case under consideration we have N = 5. The computational complexity expressed

in terms of the number of floating point operations performed is 2495 per cycle, which is approximately

15 floating point operations per sec. One cycle refers to the processing done to generate one node level

alarm.

9 Results and Discussion

The alarm generation system was implemented on both nodes ( Routers 1 and 2 in Figure 2). The

average number of alarms generated per hour on each variable was computed over all the data sets of

node 1. The results of the variable level alarm generation are summarized in Table 2. Representative

outputs of stage 1 are shown in Figure 8. All of the chosen variables showed the ability to detect changes

associated with fault scenarios. However, not all the variables were capable of detecting all the faults.

The ip level variables detected more faults than the if variables, suggesting that at the router level the

ip variables alone are sufficient for fault detection. But in order for the router to detect problems which

occur locally within a subnet, it is necessary to know the total throughput to and from that interface

(represented by the ifIO amd ifOO).

The duration filter helped to reduce the node level alarms as compared to the variable level alarms.

Using the duration filter we were able to reduce the average number of alarms per hour to 1.4. The

results after the combination stage on both nodes 1 and 2 are shown in Tables 3 and 4. Note that seven

of the nine faults were detected. In six out of seven faults detected, the alarms were generated before

the fault actually occurred. Despite the lack of information from the if variables of subnet 3 (data set 6)

our algorithm was able to detect one of the two faults on that subnet. Since these faults were reported

by only 2 or 3 machines outside subnet 3, we did not expect a significant effect on the ip variables.

The detection of the first fault was attributed to its repeated occurrence. The weakness of the duration
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filter however, is an additional parameter (length of the duration filter) that must be experimentally

optimised.

The ability of the algorithm to generalize to a second node was also studied. The results obtained for

the second node are summarized in Table 4. We were unable to obtain data from this node for data

sets 2 and 5. For node 2, six out of the seven faults were detected. The one fault that went undetected

was the second fault on data set 6 which occurred on subnet 3 (see above for explanation).

Our algorithm was capable of detecting faults that occurred at different times of the day. Representative

outputs from stage 2 of the algorithm are shown in Figures 9 and 10. The algorithm is capable of

detecting changes that persist for lengths greater than 15 time lags (3.75 mins). To be able to increase

the sensitivity of the algorithm to track even more abrupt changes, the length of the sample window N

(=10) has to be further reduced. However this would require an AR order p < 1. This problem can be

circumvented using a higher polling rate. As can be seen in Figures 9 and 10 there was a relatively

large number of alarms in the early part of the day. However by using the time of day as an additional

feature these alarms can be further reduced.

Furthermore, once a fault occurs the system requires time to return to normal. This duration was

also detected as change points, although they do not necessarily correlate to a fault. Alarms that are

generated at these times can be avoided by allowing a renewal time immediately after a fault has been

detected. Thus the addition of hysteresis will help reduce the false alarms.

10 Conclusions

This work shows that statistical methods complemented with a good understanding of network protocols

can be used to address the problem of network fault detection. The advantages of this method are its

independence from specific fault descriptions and ease of implementation. In addition our fault detection
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scheme is capable of categorising network problems based on the type of transition that detects it. Future

efforts will be directed towards diagnosis of faults using this information.

The algorithm is also an improvement over simple thresholding methods since it takes into account

the relationships between the measurement variables that reflect the properties of the network. Imple-

mentation on a second node suggests the scalability of our algorithm to larger heterogeneous networks.

Efforts are currently under way to increase the specificity of the algorithm through more sophisticated

combination schemes and thereby reduce the false alarm rate.

The effectiveness of the detection can be evaluated only with the aid of a large number of test samples.

As most faults cannot be reproduced accurately in a controlled environment there is a need to obtain

simulated fault sets. This would require accurately modelling the normal behavior of the different MIB

variables and then altering the statistical behavior to incorporate the fault. This is part of our future

work.

Our algorithm has managed to detect network problems on a fully functional network with complex

traffic patterns. Since the network that was considered can be related to any enterprise network both

in complexity and in terms topology, our algorithm can be readily applied to enterprise networks.
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Captions for Figures:

Figure 1: System Model

Figure 2: Configuration of the Monitored Network

Figure 3: Case Diagram for the if and ip variables

Figure 4: Representative Trace of if and ip Variables

Figure 5: Piecewise Stationary Segments

Figure 6: Transitions between MIB Variables

Figure 7: Flow Chart

Figure 8: Output at Stage 1 of Node 1

Figure 9: Output at Stage 2 of Node 1

Figure 10: Output at Stage 2 of Node 2
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data no of fault Time of day/ no of machines no of machines no of machines

set no faults location duration of affected on affected on affected out

in data set (subnet) fault subnet 2 subnet 3 side 2 and 3

1 1 2 4.19 - 4.21pm 8 6 18

2 1 2 11.10 - 11.17am 12 8 16

3 3 2 8.23 - 8.26pm 5 6 8

2 1.23 - 1.25am 2 0 0

2 9.48 - 9.52am 9 6 9

4 1 2 6.33 - 6.36am 7 4 2

5 1 2 9.36 - 9.41pm 8 5 5

6 2 3 11.17 - 11.21pm 1 5 1

11.28 - 11.30pm

3 3.22 - 3.26pm 1 8 2

Table 1:
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MIB variable avg no of alarms no: of faults detected

per hour

ifIO 0.91 4/9

ifOO 1.14 5/9

ipIR 3.97 7/9

ipFD 3.98 7/9

ipIDe 2.08 7/9

ipOR 1.19 9/9

Table 2:
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data no: of known PD recent proactive PF avg no: of

set no: faults in data set alarm in min alarms per hour

1 1 1 40 0.0037 0.89

2 1 1 8.7* 0.0038 0.91

3 3 1 31.4 0.0071 1.74

59.8

59.4

4 1 1 18.4 0.0060 1.45

5 1 0 0.0065 1.55

6 2 0.5 31 0.0076 1.83

Table 3:
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data no: of known PD recent proactive PF avg no: of

set no: faults alarm in min alarms per hour

1 1 1 43.8 0.0093 2.23

3 3 1 38.2 0.0075 1.86

22.3

11.2

4 1 1 8.2 0.0106 2.57

6 2 0.5 21.6 0.0040 0.96

Table 4:
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threshold PD PF

lower 1 0.0134

optimal 0.75 0.0058

higher 0.305 0.0017

Table 5:
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Captions for Tables:

Table 1: Description of Fault Sets

Table 2: Summary of Stage 1 Results for Node 1

Table 3: Summary of Stage 2 Results for Node 1:(* detected after the fault)

Table 4: Summary of Stage 2 Results for Node 2

Table 5: Optimization of thresholds
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