Optimal Customer Provisioning in Network-Based M obile VPNs

Katherine Guo Sarit Mukherjee  Sanjoy Paul

Sampath Rangarajan

Center for Networking Research
Bell Laboratories
101 Crawfords Corner Road, Holmdel, NJ 07733
{kguo, sarit, sanjoy, sampath} @bell-labs.com

Abstract

A virtual private network (VPN) is an overlay net-
work that uses the public network to carry data traf-
fic between corporate sites and users, maintaining privacy
through the use of tunnelling protocols and security pro-
cedures. In the network-based model, VPN-aware network
elements are placed within the network to set up concate-
nated tunnels between the user/site and enterprise resources
to offer intranet VPN and remote access VPN.

This paper identifies the important differences between a
traditional VPN and the mobile VPN and proposes a hier-
archical network architecture to efficiently realize network-
based mobile VPNs. We address the problem of optimally
provisioning VPN-aware devices, called |P Service Gateways
(IPSGs), in the hierarchical network architecture for mobile
VPNs, while taking into account of (1) the cost of links over
which VPN tunnels are established, (2) the cost of provision-
ing a VPN customer on an IPSG, and (3) redundancy in IPSG
provisioning for fault tolerance. e devel op generic yet pow-
erful problem formulations for different scenarios described
above while considering practical requirements of the net-
work elements and business requirements of the VPN service
provider. The formulation becomes a set of integer program-
ming problems. We solve several instances of the problem for
a few practical cases and discuss their applications in the
overall network design.

1. Introduction

A Virtua Private Network (VPN) [15] is a cost effective
and secure way of extending enterprise network resources
over ashared public datanetwork. Most popular uses of VPNs
are to interconnect multiple geographically dispersed sites of
an enterprise (known as intranet/extranet VPN) and to pro-
vide remote users access to the enterprise resources (known
as remote access VPN).

The basic method of setting up a VPN from a user or
a site to secure enterprise resources is to set up a secure
data connection between them over the underlying insecure
shared network. A VPN can be categorized into two models.
In the end-to-end model, the user/site connects to the enter-

prise resources over a secure tunnel using the underlying net-
work as a simple data conduit. In the network-based model,
the network service provider (NSP) implements VPN-aware
routers [6, 13] within the network. This router usually sets
up two secure tunnels, one from the user/site to the router it-
self and the other from the router to the enterprise. The data
flows end-to-end through the two tunnels concatenated to-
gether at the VPN router. Moreover, a VPN router can en-
able other value-added services from the tunnel concatena-
tion point. Examples include better QoS guarantees for VPN
tunnels, service differentiation among users, offloading of In-
ternet traffic from the enterprise intranet, etc. All these bene-
fits come at the cost of trusting the NSP to maintain the secu-
rity associations with the end points at the VPN router.

Although the end-to-end model makes VPN service ac-
cess facilities independent of the service provider, it cannot
support scalable growth and requires large investments by
the enterprise. The network-based model, on the other hand,
can perform traffic aggregation at the tunnel concatenation
points for better scalability and network resource usage and,
therefore, can cost-effectively offer VPN services. Thus, a
network-based VPN is preferred as VPN usage grows [5].
Therest of the paper deals with network-based remote-access
VPNsonly.

In a network-based VPN, the VPN routers are capable of
handling VPNs with different types of tunnels and security
mechanisms. Examples include L2TP [17], MPLS [16] and
IPSec [10]. Severa existing service switches, [13] [6], sup-
port such services. Such a service switch is called the | P Ser-
vices Gateway (IPSG). An IPSG can be provisioned to serve
a number of enterprise VPN customers each with a number
of end users. Throughout the paper, we use customers to re-
fer to enterprisesand usersto refer to end users of enterprises.
The provisioning process creates virtual instances of rout-
ing mechanisms for each of the customers facilitated in the
IPSG. Each routing instance requires a considerable amount
of computing resources. Since al the instances share com-
mon resources of the IPSG, the number of VPN customers
that can be provisioned on an IPSG islimited. Thereisasim-
ilar restriction on the number of tunnels an IPSG can sup-
port. Moreover, due to physical resource constraints, config-
uring an IPSG with increased number of provisions reduces
the number of tunnelsthat can be handled, and vice versa. Be-
cause of the complexity of the process, |PSG provisioning per



customer is usually carried out statically and is not changed
frequently.

In the network-based VPN model, a remote access VPN
is created by tunnelling the remote user’s connection to an
IPSG provisioned for the enterprise that the user belongs to.
The IPSG then tunnel s the connection to the appropriate CPE
using tunnel concatenation, as described above.
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(a) End-to-end VPN (b) Network-based VPN

Figure 1. Two types of VPNs.

Figure 1 shows the difference between an end-to-end VPN
and a network-based VPN with reference to remote access
VPNs. In this example, users Hy, Hy and Hs belong to the
same enterprise VPN customer. The CPE resides inside the
customer’sintranet. In the end-to-end VPN model, three VPN
tunnels are established, one from each user to the CPE as
shown in Figure 1(a). The CPE must maintain three differ-
ent tunnels one with each of the users. In the network-based
VPN model in Figure 1(b), four VPN tunnels are established,
one from each user to the IPSG, and one from the IPSG to
the CPE. Here the CPE maintains only one tunnel with the
IPSG. The IPSG maintains tunnels with the users. Therefore,
the load on the CPE is reduced considerably. Because all the
traffic from the three users is going to the same CPE, IPSG
serves as a tunnel concatenation point and a traffic aggrega-
tion point. This alows the IPSG to enable value-added ser-
vices for the customer.

A network-based VPN solution is a well-suited candidate
to implement remote access VPNsto support stationary users.
But with the growth in the number of mobile users, an impor-
tant issue to explore is whether the existing network-based
VPN architectureis suited for mobile users. We raise thisis-
sue in this paper, and propose a solution to optimally use net-
work resources to provide network-based remote access VPN
services to mobile users.

Therest of the paper is organized asfollows. Section 2 dis-
cusses the main problems associated with mobile network-
based VPN model, and proposes a novel architecture. Sec-
tion 3 formalizes the problem using integer programming and
performance results are discussed in Section 4. Finaly Sec-

tion 5 presents our conclusion and future work.

2. Mobile VPN

At present, remote access VPNs are mostly limited to end
users connecting to the enterprise from remote locations us-
ing wireline access. With the emergence of high-speed wire-
lessdataservicesin 2.5G and 3G wirelesstechnologies|[1, 3],
VPN usage from mobile nodes (that is, mobile VPN services)
will grow exponentialy [8]. We believe that network-based
VPNs are the best solution to satisfy the expected growth
of mobile VPN services, and we examine how a scalable
network-based mobile VPN can be built using existing VPN
enabling routers like IPSGs.

In order to enable mobile data services, an NSP installs
wireless access devices at the edge of its network. Radio to
packet network gateways, that are referred to as Mobile Ac-
cess Points (MAPS) in this paper, connect the access devices
to the data network. A PDSN in the CDMA 2000 architec-
ture [3] and a GGSN/SGSN in the UMTS architecture [1] are
candidate MAPs. To set up a data session, a mobile end user,
whom we refer to as a mobile node (MN), must first connect
to a MAP, which then routes the session towards the destina-
tion CPE through an appropriately provisioned IPSG.

A mobile data session originating from an MN to aMARP,
then routed through an IPSG to the enterprise CPE is the ba-
sis of a network-based mobile VPN service.

2.1. Mobile VPN Design

The NSP has severa choices in designing and provision-
ing a network-based mobile VPN. One easy approach is to
collocate the IPSG and the MAP within a single device. We
will also refer to such a device as an IPSG when there is
no ambiguity. In this scenario, an IPSG performs radio to
packet network gateway functionsto terminate MN’s connec-
tion and conducts other IPSG specific functions. We note here
that such gateway devices exist today [14] and its al wireline
counterpart, which does nothing more than terminating differ-
ent wireline interfaces at the IPSG, also exists today [6, 13].

In such a scenario, the MN is not free to choose an IPSG;
its data sessions are anchored to the IPSG that provides the
MAP functionality for the MN’s current roaming region and
if this IPSG is not provisioned to provide VPN services for
thisMN, it cannot be offered these services until it movesinto
the region of a co-located IPSG/MAP that can provide such
service. This problem has two obvious solutions. In the first
solution named uniform-provision, the NSP provisions every
IPSG in the network for all customers. This is required be-
cause an MN belonging to any customer can roam into the
region served by any IPSG and request service. In the sec-
ond solution referred to as tunnel-switching, an IPSG is provi-
sioned for only a subset of customers. But when aMN moves
into the region of a co-located IPSG/MAP that is not provi-
sioned for thismobile, it is required that this IPSG tunnel the
traffic to an IPSG that is provisioned for this MN. This re-
quires each IPSG to be aware of the provisions made by other



IPSGs, detect the identity of the MN and tunnel the session to
an appropriate IPSG.

In the uniform-provision solution, suppose the NSP has NV
IPSGs and each can support at most M different provisions.
The total number of different provisions the NSP can pro-
vide is therefore M x N. In practice, every VPN customer
must be provisioned on every IPSG, and this limits the total
number of supported VPN customers to merely M. Clearly
this solution does not scale with the number of subscribed
VPN customers. The tunnel-switching solution supports mo-
bility through tunnel switching the MN'’s data sessions from
the IPSG in the MN’s roaming area to the appropriately pro-
visioned IPSG. To handle more VPN customers, the IPSGs
must support moretunnels, which inturn will reduce the num-
ber of provisionsthat can be made per IPSG. Thus, this solu-
tion does not scale with the number of subscribed VPN cus-
tomerseither. Moreover, tunnel switching among |PSGsleads
to undesirable redirection of connections (commonly known
as “dog-legging”) within the NSP's network resulting in an
inefficient usage of network links.

Contrasting to these two existing design, our solution hier-
archical mobile VPN architecture is much more scalable and
isdescribed in Section 2.2.

2.2. Hierarchical Mobile VPN Architecture

Our solution for scalable network-based remote-access
VPN is to separate the MAP functionality and IP services
functionality and hierarchically locate MAPs and IPSGs as
showninFigure2. A MAP servesaregionand all MNswithin
that region connect to the MAP to initiate data sessions. Each
IPSG is statically provisioned for only a subset of the VPN
customers. The subset of customers per |PSG is chosen so that
at least one IPSG is provisioned for each customer. An IPSG
maintains the virtual routing instance and the security associ-
ation corresponding to each provisioned VPN customer. Each
MAP maintains a simple and fairly static list of customer-to-
IPSG mappings. When an MN reguestsa VPN connection to
its CPE, the MAP identifies the customer the MN belongsto,
and routes and/or tunnel switches the connection to the appro-
priate |PSG provisioned for the customer. The MN/user iden-
tification method is discussed in Section 3.1. In the example
shownin Figure 2, IPSG; isprovisioned for VPN customer A
and IPSG; is provisioned for customer B. Mobile traffic des-
tined to customer A and B is directed by MAPsto IPSG; and
IPSG, respectively. Each IPSG only needs to support a sub-
set of the two VPN customers.

The key novelty of this approach is to separate mobility
from services, where a MAP deals with mobility of users
while an IPSG offers VPN services. This is a natural divi-
sion of functions because IPSGs are designed to support ser-
vices for stationary locations, while MAPs are designed to
handle mobility by providing dynamic switching and routing.

Such a hierarchical solution provisions a subset of IPSGs
per customer (instead of provisioning each customer on ev-
ery IPSG) thereby offering much improved scalability. The
need for tunnel switching between IPSGs and the associated
dog-legging problems are eliminated as well. In addition, the
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Figure 2. Hierarchical network-based mobile
VPN architecture: separate MAP and IPSG.

MAPs are able to separate intranet VPN traffic from internet
traffic, direct VPN traffic to the appropriate IPSGs, and direct
internet traffic to appropriate internet proxiesin the NSP net-
work. This value-added internet traffic offloading service ef-
fectively saves bandwidth for the NSP and its customers over
the existing architecture where MAPs and IPSGs are collo-
cated.

In order to design the NSP’s network, we need to map each
VPN customer to asubset of IPSGs. One extreme and easy so-
lutionisto map/provision al customerson one IPSG, and use
the next |PSG only when the current oneis full. This method,
of course, does not utilize the resources fully. It creates hot
spots and degrades the overal performance of the network.
For better utilization, a subset of IPSGs must be chosenin an
optimal fashion for each customer, so that all the IPSGs are
equally provisioned/utilized and there is room for inclusion
of future customers. This paper addresses the issue of deter-
mining the best set of IPSGs to provision for each customer
while taking into account the following three factors: (1) the
cost of links over which VPN tunnels are established, (2) the
cost of provisioninga VPN customer on an IPSG, and (3) re-
dundancy in IPSG provisioning for fault tolerance. In the fol-
lowing sections, we formul ate the decision process as a set of
integer programming problems. We solve several instances of
the problem for a few practical cases and discuss related de-
sign considerations.

3. Sdection of |PSGs

This section investigates and proposes a solution to the
MN-IPSG-CPE connectivity problem of selecting a subset of



IPSGs to provision for each VPN customer. From the NSP's
point of view, provisioning each VPN customer in its network
produces certain revenue while incurring certain cost for the
service. Inthis paper we consider the sum of thelink cost over
which the VPN tunnels are established and the IPSG provi-
sion cost as the total cost for each customer. The profit is de-
fined as the difference between the revenue and the total cost.
Our objective is to optimally provision each IPSG so that (1)
any MN belonging to the customer can connect to its CPE
from any region within the NSP, and (2) the NSP can max-
imize the number of subscribed customers, under the con-
straints that (a) the number of VPN customers provisioned
per IPSG is limited and (b) the overall profit is maximized.

3.1. Assumptions

We assume that the |PSGs and MAPs are already deployed
by the NSP and that the NSP's network provides connectiv-
ity between these MAPs and IPSGs. We consider the gen-
era case where a VPN customer may have one or more
CPEs serving as VPN endpoints for its users. First, we re-
solve which set of IPSGs should be provisioned for the cus-
tomer. These IPSGs establish pre-configured VPN tunnels to
the corresponding CPEs. We assume that MNs are identi-
fied using the popular methods of Network Access Identifier
(NATI) [4] and/or Access Point Name (APN) [2]. A MAP ex-
tracts the NAI/APN of the MN during connection setup time
with the MN. Directly from the NAI/APN, it can then iden-
tify the destination CPE, if there is only one CPE. If thereis
more than one CPE, the MAP can determine the MN'’s pre-
ferred CPE from an Authentication, Authorization and Ac-
counting (AAA) Server [7].

3.2. TheNetwork Model

In our model we consider multiple VPN customers in a
batch and determine the best set of 1PSGs to provision for
the batch that would maximize the profit. For each customer,
we consider the CPEs in the customer’s intranet, and al of
the IPSGs and MAPs in the NSP network. We model the net-
work of IPSGs, MAPs, and the customer’s CPES as an undi-
rected graph G = (V, E) where V is the set of nodes and
E is the set of links. We assume that there are I MAPs, J
IPSGs in the network and K CPEs for a given customer, de-
noted by p; ¢; and ¢, respectively.

Graph nodes in V' correspond to CPEs, IPSGs and MAPs
only. Graph links in E fal in the following two categories:
(1) alink between a MAP and an IPSG corresponds to the
chosen path between the corresponding MAP and the IPSG,
and (2) alink between an IPSG and a CPE corresponds to
the chosen path between them. The chosen paths are com-
puted by the routing algorithm based on the routing objec-
tive. It could be the shortest path based on hop counts, or the
lowest-cost path based on the cost assigned to network links,
both of which can be computed by OSPF [12]. It could aso
be a traffic-engineered path such asan ATM VC or an MPLS
Label Switched Path. In the hierarchical architecture, traf-

Figure 3. Example graph model for one cus-
tomer.

fic flows from MNs to CPEs through the MAPs and IPSGs.
Therefore, only links between them are considered.

Figure 3 shows an examplegraph for acustomer. Thereare
two MAPs, p; and p», three IPSGs, ¢, g2, and g3 in the net-
work, and two CPEs r; and r, for the customer.

The establishment of VPN tunnels over aphysical network
link incurs a certain cost associated with the link. In practice,
depending on the requirement of the VPN customer, the link
cost may be the number of hops in the underlying physical
network or a fraction of the bandwidth capacity of the phys-
ical links, etc. In this paper, as we are interested only in an
optimal connectivity between the MAPs and the CPESs, we do
not consider the bandwidth capacity of aphysical link in com-
puting link costs.

Traffic for al the users of a customer received at a MAP,
that is destined to any of the CPEs of the customer, and redi-
rected through a specific IPSG, are sent over the same link
fromthat MAP to that IPSG. Hence, the cost of alink from a
MAP to an IPSG is considered only once per customer. Sim-
ilarly, traffic for a specific customer that is destined to a spe-
cific CPE received at an IPSG from all the MAPs is aggre-
gated and sent over the same link between the IPSG and the
CPE. Hence, the cost of alink from an IPSG to a CPE is con-
sidered only once per customer.

Based on the network model described above we now for-
mulate the IPSG selection problem. We first consider the case
where provisioning does not take |PSG fault tolerance into
account. Afterwards we bring in IPSG fault toleranceinto the
formulation. Inthelatter case, multiple |PSGsare provisioned
per customer so that should one IPSG fail, traffic can be di-
rected through other IPSGs aready provisioned for the cus-
tomer.

3.3. Sdlection of IPSGswithout Fault Tolerance

For every session from a user of a customer to a CPE, a
VPN tunndl is dynamically established from the user through
the corresponding MAP to an | PSG. However, thetraffic from
the IPSG to the CPE will be aggregated over one statically



pre-configured tunnel. We refer to them as dynamic tunnel
and static tunnel, respectively, because of the way they are
usually created in practice. We first formulate the problem
for a single customer, and then generalize it for multiple cus-
tomers.

3.3.1. Single Customer Formulation The goa of the opti-
mization problem is to maximize the total profit by optimally
provisioning the customer(s). Of course, profit is the differ-
ence between revenue and cost. We assume that the revenue
for a customer is a fixed value if it can be provisioned. The
cost has several components as described below.

Let P betheset of all MAPs, (Q bethe set of all IPSGs, and
R bethe set of all CPEsfor the customer as shownin Figure 3.
We denote by the binary variablez ;;, € {0, 1} whether ady-
namic tunnel between nodei € P andnodej € @ isused for
thetraffic from MAP i to CPE k& € R. We use binary variable
zjr € {0,1} to denote whether a static tunnel from IPSG j
to CPE £ is established. Assume that the cost of sending traf-
fic from node: to node j is ¢;;, and the cost of sending traffic
from node j to node £ isd.

The binary variable y; € {0,1} is1 if IPSG j is provi-
sioned for the customer to send traffic to at least one of its
CPEs, and it is 0 otherwise. We use f; as the current cost of
using IPSG node j. For a given customer, at most one provi-
sionisconsidered at any |PSG. Therefore f; has afixed value
when only one customer is considered at atime. As aresult,
for acustomer, the cost of the links over which adynamic tun-
nel is established (which is the cost from MAPs to IPSGs) is
Cor = Eiep,jereR cijxijk - Similarly, the cost of thelinks
over which a static tunnel is established (which is the cost
from IPSGs to CPES) is C¢cy = ZjerkeR djrzjx. There-
fore, the total connection cost is C = Cey + BCo2, Where
3 is the relative weight on the cost of the links over which
a static tunnel is established. The total provisioning cost is
Cy = E].EQ fjy;. Thus, the total costis C = Ceo + aCy
where « is the relative weight on the provision cost. Without
loss of generality, we assume the revenueis 1. Therefore, the
profit for provisioning the customer isG = v — C where~ is
the relative weight on revenue compared to total cost. The op-
timization problem formulation can then be specified as

max G = v—-C D
Cc = ( Z Cij Tijk + 3 Z dijjk)

ieP,jeQ,keR JEQ,KER
+a ) fiy; 2
jieQ
zijk € {0,1},Vie PVjeQ,Vk€R 3)
zp € {0,1},VieQVkeR )
yi € {01}, Vjeq (5
d wijr = LViePVkeR (6)
JEQ
Tijgk < Zjk, Vie PVjeQ,VkeR @)
Zik < Yj, VjeQ,VkeER (8)

Note that condition (6) specifies that exactly onelink out of a
MAP is chosen to go to one CPE, implying that traffic from a
MAP to a CPE is sent to only one IPSG. Condition (7) spec-
ifies that only one tunnel is established between an IPSG and

a CPE even if traffic from multiple MAPs are going through
the IPSG to reach the CPE. That is

zik = 1it Y @i >0,Vji€Q,Vk€R
ieP
= 0 otherwise.

This is equivalent to condition (7) since z ;. is in the objec-
tivefunction G, andwhen z;;, = 0, Vi € P, tomaximizeG,
zjr, = 0 must be chosen.

Condition (8) specifiesthat evenif an IPSG is provisioned
to send traffic to more than one CPE, for the purpose of com-
puting provision cost, it should be considered as only one pro-
vision. That is,

Lif Yz >0,Vj €Q
k€ER
= 0 otherwise.

Yj

This is equivalent to condition (8) since y; is in the objec-
tivefunction G, and when z ;. = 0, Vk € R, to maximize G,
y; = 0 must be chosen.

3.3.2. Multiple Customer Formulation In the muilti-
ple customers case, we maximize the sum of the profit
obtained by provisioning all customers (or a subset of cus-
tomers as we discuss below), where the profit for each
customer is calculated exactly the same way as in the sin-
gle customer case in Section 3.3.1. All MAPs and IPSGs
in the network are shared among al customers. How-
ever, each customer hasits distinct set of CPEs.

In the single customer case, the provision cost f; at each
IPSG j hasafixed value, and an | PSG that hasreached its pro-
vision capacity is not considered, which is equavalent to set-
ting f; = oo. When multiple customers are considered, f; is
assigned a fixed value for all customers provisioned on IPSG
j, however, because multiple customers can be provisioned
at each IPSG, care must be taken to ensure that the number
of customers provisioned does not exceed the provision ca-
pacity of each IPSG. Moreover, when multiple customers are
considered at the same time, not every customer should be
provisioned in the network. Priorities should be given to cus-
tomers providing maximum profit. There are two cases where
acustomer isrejected. One caseis when thereisno more pro-
vision capacity left on any |PSG in the network, the other case
is when provisioning this customer results in negative profit,
meaning aloss. Essentially to maximizethetotal profit, a sub-
set of the customersare provisioned. Therest of the customers
are rejected because either the provision capacity is reached
or they produce aloss instead of profit.

The optimization problem for multiple VPN customers can
be described as follows. Let T' be the set of VPN customers
to consider and |T'| = L. Let P bethe set of all MAPs, @ be
the set of al IPSGs, and R be the set of all CPEs for all cus-
tomerswhere R = {R1,R», -+, Ry, -+, R} and R; isthe
set of CPEs for customer [ € T'. Let w' bethe binary variable
specifyingif customer [ should be provisioned in the network.
For each customer [ provisioned, every nodei in P and every
node k in R;, choose an IPSG node j in @, to forward traf-
fic through a dynamic tunnel between ¢ and j, and a static



Figure 4. Example graph model for multiple
customers.

tunnel between j and &, such that the total profit for all cus-
tomersis maximized. Needlessto say, for acustomer not pro-
visioned, the cost is 0.

An example of the graph for multiple customersis shown
in Figure 4. There aretwo MAPs, p; and p», three IPSGs, ¢,
q2, and g3 in the network, and two customers. For customer 1,
there are two CPEs 1, and r3, and for customer 2, there are
two CPEs 7, and 3.

For customer I € T, we denote by the binary variable
a};. € {0, 1} whether adynamic tunnel between nodei € P
and node j € @ is used for the traffic from MAP ¢ to CPE
k € R;. We use binary variable zjk € {0,1} to denote
whether a static tunnel from IPSG j to CPE k is established.
The cost of sending traffic from node ¢ to node j is c;;. No-
tice that the cost is the same for al customers, therefore in-
dex [ is not needed. The cost of sending traffic from node j to
node k is .

The binary variable ' € {0,1} is 1 if IPSG j is provi-
sioned for customer / to send traffic to at least one of its CPES,
and it is 0 otherwise. We use P,,, as the maximum number
of customers that can be provisioned on each IPSG, and f;
as the cost for customer [ to use node j. As long as the pro-
vision capacity of IPSG j has not been reached, the provi-
sion cost for each customer is the same, therefore index [ is
not needed.

For a single customer | € T under consideration,
the cost of links over which a dynamic tunnel is es
tablished (which is the cost from MAPs to IPSGs) is
Chi = Yicpjeoren CijThj,- The the cost of links over
which a static tunnel is established (which is the cost from
IPSGsto CPES) isCly = Y- ;e rer, dix?- Thetotal con-
nection cost is therefore, CL, = CL,, + BCL.,, where 3 isthe
relative weight on the cost of links over which a static tun-
nel is established. The total provisioning cost for customer [
isCl, = Y. fih. Thus, thetotal costis C' = C¢, + aCy;
where «a is the relative weight on the provision cost. With-
out loss of generality, we assume the revenue for each
customer provisioned to be the same. Naturally, both the rev-

enue and cost are zero for each customer not provisioned.
The profit is therefore G! = yw! — O, where v is the rela-
tive weight on revenue compared to cost. The optimization
problem formulation can then be specified as

mar G = ZGZ )
leT
G!' = y'-C,VeT (10)
ct o= | Z Cij Ty + 3 Z iy 25.)
i€EP,JEQ,kER; JEQ,kER;
+a ) fiy (11)
JEQ
w' € {0,1},VIeT (12)
al, € {0,1}, VI € T,Vi € P,Vj € Q,Vk € R(13)
Zi, € {0,1},VIeT,Vj€Q,Vk € R, (14)
y; € {0,1},VIeT,VjeQ (15
Y wly = w VieT,Vie PVkeR, (16)
jeQ
ahy < 2, VIeT\Vie PYjeQ,Vke R (17)
e < YL VIETVjeQVheR, (18)
Zyé < Pcap:vj €EQ (19)

leT

Compared with the formulation for one customer, Condi-
tion (19) is added to specify that the total number of provi-
sions on each IPSG j cannot exceed its capacity Pe,,. More-
over, anew variablew' isintroduced to specify if acustomer I
is provisioned or not, and Condition (16) is modified to spec-
ify that if customer [ is provisioned, exactly onelink out of ev-
ery MAPischosento go to one CPE for this customer through
one IPSG, otherwise no link out of any MAP is chosen and
no IPSG is provisioned for this customer.

3.4. Selection of IPSGswith Fault Tolerance

We describe two different formulations for fault tolerance,
one where we put a minimum bound on the number of IPSGs
on which each customer should be provisioned and the other
where we put an exact bound on the number of IPSGs on
which each customer should be provisioned.

3.4.1. Minimum Bound on Number of IPSGs In order to
provide fault tolerance, for every customer, each traffic ses-
sion from a MAP to a CPE should have the option of going
through N > 1 IPSGs. In case N — 1 IPSGs fail, traffic ses-
sions can still be established using the functioning IPSG. The
only modification to the formulation without fault tolerance
consideration in Section 3.3.2 is to substitute Condition (16)
with

» aly = Nw', VIeT\Vie PYke R (20)

JjEQ

Condition (20) specifies for each customer [ € T that is pro-
visioned, there must be NV connections established between
a MAP and a CPE each going through a separate IPSG. Be-
cause each pair of MAP and CPE requires the use of a set of



N IPSGs, and these IPSG sets can overlap, therefore the to-
tal number of 1PSGs used for customer [ is greater than or
equal to V. In other words, this formul ation specifies the min-
imum number of |PSGs provisioned for each customer.

3.4.2. Exact Bound on Number of IPSGs Another way to
consider fault tolerance is to require that each customer can
only use exactly N IPSGsfor all its connections. This would
require one more condition to be added to the formulation in
Section 3.4.1 asfollows:

Yoy o=

JjeQ

Nuw', VleT (21)

Condition (21) specifies exactly N IPSG nodes can be used
for al the connetionsfor a provisioned customer |.

4. Performance Evaluation

We study the IPSG selection problem presented in Sec-
tion 3 under arepresentative network topology and parameter
setting. We evaluate the effect of relative weight o on provi-
sion cost, 8 on the cost of links over which a static tunndl is
established, and v on revenue.

4.1. Cost Computation

In order to solve the integer programming problem in Sec-
tion 3, connection cost ¢;;, d;;, and provision cost f; need to
be assigned appropriate values. The cost computation can be
adapted to fit the NSP’s design objectives. This makes our for-
mulation quite general and can be used for different scenarios
in addition to guaranteeing connectivity for VPN customers.

Connection cost is a function of the parameters that the
NSP wants to control. Suppose the NSP wants to satisfy a
special requirement from aVVPN customer such that the users
of this customer are not switched to a remote lightly loaded
IPSG even if that reduces the total cost for the NSP. To elab-
orate, an MN on the east coast trying to access corporate in-
tranet on the east coast should not be switched to an IPSG
on the west coast even if the total cost is minimized with this
solution. To take the constraint into account, we restrict the
number of hops allowed from a MAP to a CPE and modify
the link cost of the graph as

Cij = 00, if Cij > L1420, Vi € P, ande €Q (22)
dj = 00, if djx > L2mas, ¥j € Q, andVk € R (23)

where L1,,,. and L2,,.. are the maximum number of
hops alowed for the tunnel between MAP and IPSG and the
tunnel between IPSG and CPE respectively.

When a single customer is considered at a time, we have
the option of setting provision cost to reflect the existing num-
ber of provisions at each IPSG. For example, we can use
fj = capj/avail;, where cap; is the capacity of IPSG j and
avail; isthe number of available provisionsleft. This cost as-
signment will result in even distribution of the number of pro-
visions per IPSG across all IPSGs.

However, when multiple customers are considered at the
same time, the provision cost for different customers has to
be the same to be a valid input to the integer programming
program. Without loss of generality, we set f; = 1 for IPSG
j for al customers.

The cost computation phase accounts for customer spe-
cific requirements. After the cost refinement, we use the in-
teger programming packages CPLEX [9] to solve the IPSG
selection problem.

4.2. Network Topology Selection

We use the Tier random topology generator [11] to pro-
duce a representative network topology for the NSP. On the
top level, the structure is a Wide Area Network (WAN) of 10
nodes, connecting 30 Metropolitan Area Networks (MANS).
Each MAN consists of 15 nodes and interconnects 30 Lo-
cal Area Networks (LANS). For simplicity, we create each
LAN with one node. The network therefore has a total of
10 + 30 x (15 4+ 30) = 1360 nodes. We assign the degree
of intranetwork and internetwork redundancy on this network
structure to create the representative topology. The degree of
intranetwork redundancy is defined as the degree (number of
links) from a node to other nodes within the same network,
while the degree of internetwork redundancy is defined as the
number of connections between the two networks. For the
representative topology, the degrees of intranetwork redun-
dancy inaWAN, MAN and LAN are 3, 2 and 1, respectively;
the degree of internetwork redundancy between a MAN and
the WAN is 2, and betweena LAN and aMAN is 1.

We randomly assign IPSGs to the 30 x 15 = 450 MAN
nodes, and MAPsand CPEsto the 30 x 30 = 900 LAN nodes.
Additionally, we make sure that no single node can host more
than one server beit an IPSG, aMAP or aCPE. In our simpli-
fied model with one node per LAN, by requiring that no node
can host more than one server, we easily guaranteethat MAPs
and CPEs are not located in the same LAN. Furthermore, be-
cause we do not consider the actual Mobile Nodes (MNS) in
our IPSG selection problem, using one node per LAN is suf-
ficient.

When an enterprise customer signs up for the VPN ser-
vice, it provides the NSP the location of its CPEs. The NSP
can process customer reguests in two ways. In the simple ap-
proach, it can process customer requests one at a time using
our formulation in Section 3.3.1. This approach cannot guar-
antee that all customers are optimally provisioned to maxi-
mize the profit for NSP. The other approach is to consider
multiple customers at atime asin Section 3.3.2. Because the
formulation with multiple customers achieves a globally op-
timal solution, and the single customer formulation is a spe-
cia case of the multi-customer one, we focus on the multi-
customer formulation.

We select a reasonable sized network. We assign 5 IPSGs
and 10 MAPs in the network and 1 CPE for each customer.
We assume each |PSG can make at most 20 provisions, the to-
tal number of provisions available in the network is therefore
5 x 20 = 100.



We assign the number of hops from MAP node i to IPSG
node j, from IPSG node j to CPE node & € R, for customer
[ in the network to cost ¢;; and cost dé. . respectively. We also

assign le. = 1 for IPSG node j and customer /. For the fault
tolerance case we choose N = 2.

Inreality, the number of Mobile-VPN customers served by
aservice provider is expected to bein the hundreds. The num-
ber of virtual routing instances (and hence the number of cus-
tomers) that IPSGs can handleis in the order of hundreds as
well [6, 13]. Thismeans, the number of |PSGsthat will be de-
ployed in a service provider network will not be more than a
handful. These considerations lead us to the numbers we use
for our results shown below.

We find that the commercial integer programming solver
CPLEX [9] running on a SUN UltraSPARC worksta
tion Ultra-80 running Solaris 8 is able to generate the opti-
mal solution in a very short time (in the order of minutes)
for the redlistic problem sizes that are used below. For ex-
ample, it takes only a few seconds to solve the 20 customer
case, less than 10 minutes to solve the 100 customer case,
and less than 60 minutes for the 500 customer case. In gen-
eral, the network provisioning problem is solved off-line
when customers sign up with a service provider for Mo-
bile VPN service and thus the solution does not have to be
generated in real-time. Therefore, we can find optimal solu-
tions to realistic problem sizes with CPLEX without using
heuristics.

4.3. Casewith 20 customers

To study the effect of « and 3, we consider 20 customers
as a group. Because each IPSG can provision upto 20 cus-
tomers, each customer has the option of making provisions
on al 5 IPSGs. Therefore we can see a broad range of pro-
visions used by each customer as o and 3 changes. In order
to completely eliminate the effect of ~, we set -y to be arel-
atively large number. Therefore, all the 20 customers are ac-
cepted because the profit for a customer is always positive.

In Figures 5 and 6 we plot the average number of provi-
sions used by each customer as o and 3 varies and fault toler-
anceis not considered. Observe from Figure 5 that for afixed
value of 3, as a increases the average number of provisions
per customer decreases to 1 and stays at 1 when o reaches
7. Note that « is the relative weight on the provision cost.
So when a = 0, provision cost is not considered in the for-
mulation at al, and the customers use multiple provisions so
long as the connection cost is minimized, which in turn max-
imizes the profit. The extreme case happens when « = 0 and
B = 0. The only cost is the cost of links over which a dy-
namic tunnel is established (which is from MAPs to IPSGs).
To minimize this cost, each customer would choose the short-
est path connection from each MAP to an IPSG, and each
customer uses 4 provisionsin this particular network setting.
For afixed 3, as « increases, provision cost increases, there-
fore each customer tends to use less number of provisionsto
keep total cost minimized.

Now let us examine the effect of 8 which is the relative
weight on the cost of links over which a static tunnel is es-
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tablished (which is from IPSGs to CPES). Note that the cost
of links over which a dynamic tunnel is established (from
MAPsto IPSGs) represent pathsin wirel ess access networks,
whereas the cost of links over which a static tunnel is estab-
lished (from IPSGs to CPES) represent paths in the backbone
networks. Thereforeit is natural to use 3 to distinguish their
relative importance. For a fixed «, as 3 increases, the cost
of links over which a static tunnel is established increases.
Therefore the solution reducesthe cost by using smaller num-
ber of tunnels from IPSGs to the CPEs. As a result, the aver-
age number of provisionsper customer decreases. Thiscan be
seen in both Figure 5 and Figure 6.

To study the effect of fault tolerance, we compare the av-
erage number of provisions per customer for the two fault
tolerance formulations and the non-fault-tolerance formula
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tion. Let FT1 and FT2 denote the minimum bound and ex-
act bound on the number of IPSGs, respectively, for the fault
tolerance formulation. Figure 7 shows for afixed 3, as « in-
creases, the average number of provisions stays the same at 2
in FT2 case where each customer is required to have N = 2
provisions, and decreases in the other two cases. In FT1 case,
each MAP for each customer needs to be provisioned at two
IPSGs, therefore the number of provisions per customer for
al MAPsisat least two. Compared with the non-FT case, for
afixed o and 8 value, FT1 uses roughly twice as many provi-
sions as the non-FT case. Thisis because each MAP needsto
be provisioned at two different IPSGsin the FT1 case.
Similarly, Figure 8 showsfor afixed «, as 3 increases, the
average number of provisions decreases in the FT1 and non-
FT cases, and FT1 uses roughly twice as many provisions as

the non-FT case.

4.4, Casewith 100 customers

Intuitively, if + is greater than the total cost for a customer,
this customer should be accepted. On the other hand, if there
is no room to provision a customer with total cost less than -,
it should be rejected. When the number of customers consid-
ered (100inthiscase) isgreater than or equal to thetotal num-
ber of provisionsavailablein the system (100in this case), the
solution to the integer programming formulation will accept
as many customers as possible while keeping the number of
provisionsper customer minimum. Compare two possible so-
lutions: the first one accepts m customers, and one of them,
customer | uses multiple provisions. The second solution ac-
ceptsm + 1 customers, and every one uses 1 provision. If the
profit from provisioning the (m + 1)-th customer ismore than
the cost savings from using multiple provisions for customer
[, the (m + 1)-th customer is provisioned while customer [
is provisioned using one less IPSG than before. This is due
to the objective of maximizing the total profit from al cus-
tomers. Because of this, only one IPSG is provisioned for ev-
ery customer and in the non-FT case, and only two IPSGs are
provisioned for every customer for both FT1 and FT2 cases
in this section.
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Figure 9. Effect of v (with 100 customers).

To study the effect of ~, we consider 100 customers and
plot the number of accepted customers for a different combi-
nations of o and 3 values. Figure 9 shows for fixed sets of «
and g values, when + is below some low threshold value, no
customer is accepted, and when ~y is above some high thresh-
old value, all 100 customersare accepted. As~ increasesfrom
the low threshold to high threshold value, the number of ac-
cepted customers increases from 0 to 100. The low thresh-
old value is the smallest total cost of any customer, and the
high threshold valueislargest total cost of any customer. Nat-
urally the set of threshold valuesis different for different sets
of o and 3 values.
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When fault tolerance is considered (see Figure 10), for
both FT1 and FT2 cases, the number of accepted customers
increases from O to 50 as -y increases from the low threshold
to high threshold. Because each customer requires2 IPSGsin
both FT1 and FT2 cases, the maximum number of accepted
customersis 50. As the total cost of provisioning a customer
using FT1 and FT2 is roughly twice as much as the non-FT
case, the low threshold value for FT1 and FT2 is roughly
twice as much as the one for the non-FT case. So is the case
for the high threshold val ue.

45, Casewith morethan 100 customers

When we consider more than 100 customers, the same
trend in Section 4.4 is observed as the solution picks the low-
est cost customers to provision to maximize total profit.

5. Conclusion and Future Work

This paper identifies the major differences between the
traditional VPN and the mobile VPN, both based on the
network-based VPN model, and proposes a hierarchical ar-
chitecture using two network elements, namely the MAPs and
IPSGs, to provide mobile VPN services. In order to optimally
use the network elements, we identify several cost parameters
that play important roles in designing the network. In partic-
ular, we study the problem of provisioning IPSGs for maobile
VPN customersin order to minimizethetotal connection cost
of links over which VPN tunnels are established and the cost
of provisioning IPSGs for a set of customers.

We propose a generic and powerful problem formulation
considering a number of practical requirements such as fault
tolerance. In our on-going work, we are expanding the for-
mulation to consider additional concerns such as guarantee-
ing bandwidth for VPN connections.
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