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Abstract—M any scalable reliable multicast protocols usethe local repair
scheme where certain receivers retransmit packets by other receivers. Such
schemes need a mechanism, called message stability, to ensurereliable deliv-
ery toall members of amulticast group and to delete those packetsreceived
by all members from the buffers of the local repairers. We propose a new
protocol for message stability based on random gossiping. The protocol
offers scalability and fault-tolerance by limiting each of its message trans-
missions only to a constant number of randomly chosen group members,
hence eliminating message implosion and single point failure through the
diffusion of responsibility. Both statistical analysis and simulation study in-
dicatethat our gossip-style message stability protocol can behighly effective
for large scale reliable multicast.

I. INTRODUCTION

The recent growth of multicast capable networks like
MBONE has triggered the wide range deployment of multicast
applications. Many applications that could benefit from mul-
ticasting require reliable data delivery service not provided by
IP Multicast [6]. These include interactive applications such as
distributed whiteboard [10], group editors, multiplayer games,
distributed interactive simulation [14], and bulk file transfers.
The reliable delivery service ensures that messages sent by all
senders are received by all members of a multicast group.

Scalable reliable multicast protocols such as SRM [10],
RMTP [21], LBRM [14], LMS [20], and Search Party [5]
use the local repair scheme where certain (or al) group mem-
bers, called repairers, retransmit packetslost by other members.
These protocols typically employ a receiver-initiated NACK
scheme where receivers send feedback only when packet |osses
occur. In the absence of positive acknowledgment, it is diffi-
cult for repairers to know when buffered packets are no longer
needed for retransmission. In an environment involving many
repairers, especialy when repairers are randomly selected asin
SRM, or regardless of available storage capacity, detectingwhen
to delete a packet from the buffer is very critical.

Current scalable reliable multicast protocols largely ignore
this issue. SRM [10] simply requires that data needed for re-
transmission be built from the application. RMTP [21] buffer
the entire multicast session in a secondary store, but this solu-
tion can be unscalable. Search Party [5] uses a coarse timer to
del ete packets from memory, but does not specify how the timer
is set. The only scalable solution proposed in literature is to use
a shared ack tree and delete a packet from memory if all mem-
bers have acknowledged reception of the packet [17]. However,
complex protocols are required to build the ack tree and main-
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tain it when group membership changes.

A message (we use messages and packets interchangeably) is
called stable if it is received by al the members of the group.
To safely discard messages, a mechanism is needed to detect
which messages are stable. Also a failure detection mechanism
is needed to report the current group membership, otherwise a
failed member could prevent a message from being discarded
forever.

In this paper, we propose a new mechanism based on random
gossiping that detects group membership changes and collects
acknowledgmentsto offer buffer management to existing large-
scale reliable multicast protocols. The new protocol is resilient
against both message |osses and processfailures. It isinsensitive
to network topology, giving consistent results regardless of the
topology. It scales in detection time, as the message stability
detection time increases O(n log n) with group size n. It scales
in both process load and network load, as the bandwidth usage
and the number of protocol messages processed during unit time
increases linearly with n.

The random gossiping technique has been used in [7], [11],
[23], [4] for information distribution. The contribution of our
protocol isin application of gossip to detect multicast message
stability, with or without membership information. In addition,
our protocol can be used with any reliable multicast protocols
for message stability detection. Part of Bimodal Multicast [4]
uses asimilar technique to detect message stability. However, it
requires knowledge of group membership.

The paper proceeds as follows. Section Il presents the sta-
bility detection protocol followed by analysis in Section Il1.
Section |1V proposes the modification when group membership
is unknown. Section V examines the behavior of the stability
detection protocol in various scenarios using simulation. Sec-
tion VI discusses extensions to the basic global gossip frame-
work using the concept of local gossip. Finaly, Section VII
presents conclusions.

Il. STABILITY DETECTION PROTOCOL

We describe the protocol for an n-member multicast group
with members numbered from 1to n. Without |oss of generality,
weassumetherearem (m < n) sendersnumbered 1 throughm.
Senders assign each data message a unique sequence number.
Therefore data messages have unique names; this name consists
of the global unique sender name and a local unique sequence



number.

To ensure messages are safely discarded from memory, one
must detect when a message is stable and obtain a consistent
view of the current group membership.

We define ArrayMin to be the element-wi se array minimum of
input arrays, and ArrayMax to be the element-wise array maxi-
mum. The following information is maintained at each member:

o Anm-element sequence number array R whereits j-th el-
ement R[j] is the maximum sequence number such that all
messages with less sequence numbers from sender j have
arrived at this member.

« Ann-element“Live’ array L reflecting current group mem-
bership.

« Ann-element “Timer” array T' where each entry isatimer
corresponding to each entry in “Live” array L.

o An n-bit “Whom-I’ve-heard-from” bitmap array W for
recording from which members it has received the se-
guence number arrays. A messageis stableif it isreceived
by all members of the current group.

o Anm-element “Min-so-far” array M whichis ArrayMin of
sequence number arrays of itself and of other membersthat
it has heard from.

o Anm-element stability array S where S[;] is the minimum
of the j-th element of every member’s sequence number
array.

The simplest way to detect stability is for each member to
send its sequence number array R to one designated member,
the coordinator. After receiving the sequence number arrays
from al members, the coordinator calculates their ArrayMin,
and createsthe stability array .S. The coordinator then multicasts
S inthe group. After receiving S, each member can release data
messages from sender j with sequence numbersless than S[j].

When the group sizeislarge, animplosion problemwill occur
at the coordinator, which makes the naive method not scalable.
Adding amulti-level hierarchy using ashared ack treeasin [17]
reduces the implosion problem but introduces new problems.
One such problem appears when someinterior nodesin the hier-
archy crash. The chance for member crashes increases as group
size increases. In alarge multicast group, membership change
is frequent, thereby requiring the tree to be rebuilt frequently.
This fact makes the pure hierarchical approach not scalable. On
the other hand, for reliable multicast protocols like LBRM [14]
and RMTP [21] with built-in hierarchical structures, these struc-
tures can a so be used for stability detection. Since the manage-
ment of group membership hierarchies is aready provided by
the multicast protocols, the hierarchical extensions of the naive
method can be used to improve scalability.

Stability detection. We use the random gossiping tech-
nique [3], [7] to achieve scalability and fault-tolerance. The
protocol is divided into equally timed steps. During each step,
every member sends its current information to b randomly cho-
sen group members we call a gossip subset. The gossip subset
changes from member to member and from step to step, it is
therefore not efficient to assign them multicast addresses. In-
stead b unicasts are used to send messages to a gossip subset

of size b. In the first step, every member sends its sequence
number array R to its gossip subset. After receiving a gossip
message, a member sets “Min-so-far” array M to ArrayMin of
sequence humber arrays of itself and of other members that it
has heard from. It also sets the “Whom-I’ve-heard-from” ar-
ray W to ArrayMax of “Whom-1've-heard-from” arrays of itself
and of other members that it has heard from. In the subsequent
steps, every member gossips its “Min-so-far” array M and its
“Whom-I've-heard-from” array W to different random subsets.
After certain number of steps, one member receivesinformation
about al current members, and the “Min-so-far” array M at this
member becomes the stability array S when the “Whom-1've-
heard from” bitmap array W containsall 1's.

At this point, this member starts disseminating S in the group
by putting it on the future gossip messages. Upon receiving S, a
member discards stable messages accordingly. To save on band-
width regquirement of future gossip messages and to disseminate
S faster, one could multicast S in the entire group.

Failure detection. However, when current group members
crash or leave the group, their corresponding entriesin “Whom-
I’ve-heard-from” array W will stay 0, thus preventing stability
detection altogether. To circumvent this, we use “ Timer” array
T where each entry is atimer associated with a group member.
At the beginning of each round, all thetimersinT areinitialized
to a. Whenever anentry in W changesfrom0to 1, itstimerin T’
isreset. Whenever atimer inT" expires, the corresponding mem-
ber is declared to have | eft the group and itsentry in T is set to
1. Each member independently decides the current membership
based on soft state and rel eases stable messages accordingly. It
could happen that at some members, a certain member X is de-
clared to have left the group and comes back again in future
rounds. Therefore, there could be messagesthat are not received
by X but declared stable and discarded by these members. This
would increase retransmission delay if members nearby X have
all deleted messages for X's retransmission request. The value
of timer a must be set to at |east the message stability detection
time.

The end of a round of the protocol is reached at each mem-
ber when the member receives S. Each member keeps a round
number to distinguish gossips from different rounds. The start-
ing points of gossip for group members are scattered randomly
during the interval of one step rather than concentrated at the
beginning of each time step. This effectively reduces unwanted
synchronization and message bursts. The pseudo-code is pre-
sented in Figure 1.

I1l. ESTIMATION OF STABILITY DETECTION TIME AND
TIMER VALUE a

The stability detection protocol requirestwo input parameters
— the step interval for each gossip step and the subset size for
each gossip. In order to find suitable values for them, it is nec-
essary to understand how these parameters affect the probability
of an incomplete stability detection. A stability detectionisin-
complete if not every member has received sequence number
information from all other members.



Notation:

Given arrays A and B, A < B means A[i] < B3] for all i.
Each member i keeps five arrays and one number.

Ty : Timer array.

R; :Sequence number array.

M; Minimum-so-far array.

W; Whom-I’ve-heard-from array.

S, : Stability array at the end of the previous round.

r; . Round number for the current round.

Initialy, every member i hasT;[j] = a for al 7,
M; =R;,S; =[0...0], W;[i] = 1,W;[j]=0forj #iandr; = 0.
Periodically each member i sends to a random gossip subset
amessage containing (M, W, S,r) where M = M;, W = W;,
S =25;, andr = Ti.
Whenever T;[k] = 0, set W;[k] = 1.
Every member reacts to received messages as follows:
Upon receipt of a data message, member i updates R;.
Upon receipt of a gossip message (M, W, S, r) at member i:
T;[§] = a; for al j such that W;[j] = 0 and W j] = 1;
i f (r == r;)/* messageisin the current round */
if (W; > W)/* this message is redundant */
do nothing;
el se if (W; < W) /* this message is more up-to-date */
M; =M, W; =W,
el se /* normal process */
M; =ArrayMin(M;, M ); W; = ArrayMax(W; , W );
end if
S; = ArrayMax(S;, S); /* each round can have up ton
concurrent S;'s, the max is the most up-to-date one. */
i f (W; contains al 1's) /* start next round */
Ti[j] = aforall j;
Si = M;;ri =r; +1; M; = R;; W;i[i] = 1; Wi[j] = 0 forj #4;
end if
else if (r ==r; + 1) /* messageis from the next round */
M; = M;W; = W;S; = ArrayMax(S, S;); ri = r;
i f (W; contains all 1's) /* start another round */
S; = ArrayMax(S;, M;);ri =r; +1; M; = R;;
Wili] = 1; Wilj]l = 0 forj # i;
end if
else if (r>r;+1)
error;
el se if (r <r;)/* messageisfrom previous rounds*/
do nothing;
end if

Fig. 1. Pseudo-code for Gossip. In this version, the stability array S is piggy-

backed on all gossip messages.

The goa of the gossip-style protocol is to disseminate infor-
mation in the group step by step, where during each step, each
member sendsinformation it has collected to arandom subset of
the group. We follow the analysis used in epidemic theory [2],
[4], [7], [11] given that the execution is broken up into syn-
chronous steps, during which every process gossips once. For
a particular sender i, a member that has received the sequence
number array for sender i is called infected. It is indicated by
W[i] = 1 in the “Whom-I’ve-heard-from” array W. During
each step, the probability that a certain number of members are
infected given the number of aready infected membersis cal-
culated. Thisis done for different number of infected members.
Therefore at the end, the number of steps needed to achieve a
certain probability that every member is infected can be found.

In practice, each member gossips at regular step intervals,
but the intervals are not synchronized. In fact, we intention-
ally scatter the gossips from different members in each step to

reduce message burstiness. Message propagation time is typi-
cally much shorter than the length of step intervals. We define
micro-step to be a step in which only one random member is
gossiping. Note this member is not necessarily infected. The
member then chooses a number of other members to gossip to
at random. This set of members constitute a gossip subset of
size b. Thus, in a micro-step, the number of infected members
can grow by at most b.

A. Analysis when the size of gossip subset is one

To simplify the analysis, we start with b = 1. Asafirst step,
assume only one member’s sequence number array needs to be
disseminated in the group. Let n be the total number of mem-
bers, k; be the number of infected membersin micro-step ¢, and
P, bethe probahility that a gossip successfully arrives at a cho-
sen member before the start of the next micro-step. Only one
member is infected initially. The number of infected members
cannot shrink because we assume group membership remains
constant during the execution of the stability detection protocol.

We model the gossip process as adiscrete time Markov chain.
The state of the system denotes the number of infected mem-
bers. State transitions occur at the end of each gossip micro-
step. We conduct a transient analysis of this Markov chain in
which P(k;+1 = k) is used to denote the probability that the
total number of infected members becomes k after micro-step
i+ 1.

Given k out of n members are infected, the probability that
the number of infected members increases by one in a micro-
stepis

bk

Pine(k) = (n n—1

)Pa

And the probability that the number of infected members be-

comes k in micro-stepi + 1 is
Plkiyi=k) = (1
+Pznc(k -

— Pinc(k))P(ki = k)
)Pk = k — 1)

with the following initial condition: P(k; = 0) = 0, P(ko =
1)=1,and P(ko = k) =0fork # 1.

The probability that any member does not get infected by the
sequence number information from member X after » micro-
stepsis Pipcomp(X, ) = 1 — P(k, = n). However, for any two
members X andY’, Pipcomp(X,7) @d Pipcomp(Y, ) arenotin-
dependent. Pjycomp(r), the probability that any member is not
infected by sequence number information from any other mem-
ber can be bound using the Inclusion-Exclusion Principle [16]:

Pincomp(r) S nPincomp(X, 7') = n(]- - P(kr = n))
From this bound we cal culate how many micro-steps are needed

to achieve stability detection. The calculation is doneiteratively
starting at the first micro-step.



B. Analysis when the size of gossip subset is three

When the size of gossip subset is greater than one, the anal-
ysis is more complicated. Here we present the case for b = 3,
and analysis for other values of b can be conducted in a similar
fashion.

Again, we assume only the sequence number information
from one member needs to propagate and only one member is
infected initially. Each gossip message is sent from one source
to three different destinations.

If k& out of n members are infected already, then the probabil-
ity that agossip is from an infected member is £.

The following are the three scenarios where the number of
infected membersincreases by one in a micro-step:

1. One copy of the gossip message is sent to an uninfected
member, two copies are sent to two different already in-
fected members and all copies arrive successfully at their
destinations. The process can be divided into two stages.
In the first stage, three out of three messages arrive suc-
cessfully. In the second stage, one message is sent to an
uninfected member, two are sent to aready infected mem-
bers. The probability for this event to happenis

n—k k-1
()
E=2)p

ook

n""n—1

k-1
n—2

= 3 )(

2. One copy of the gossip message arrives at an uninfected
member, another copy arrives at an infected member and
yet another copy is lost. The probability for thisevent is

P, —<5(§)ﬁu—m‘n1k>€ﬂ?>
\P2(1- P,)

hEzhE=S

= 6
(n n—1

3. One copy of the gossip message arrives at an uninfected
member, the other two copies are lost. The probability for
thisto happenis

P =

n—=k
<b(f)au&f§n11§

k. n—k _p,y

)

n"'n—1

= 3( )Pa(l

The probability that the number of infected membersisincre-
mented by onein amicro-step isthen

Pinc(k,1) =P, + P, + P;

There are two cases where the number of infected members
can increase by two:
1. Two copies of the gossip message are sent to different un-
infected members. The other copy is sent to an infected
member. None of these copiesarelost. Thisevent’s proba-

bility is
()
= O EH L E e

n'"n—1
2. Two copies of the gossip message arrive at different un-
infected members successfully, and the other copy is lost.
The probability is

o= o)

n
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Therefore, the probability that the number of infected members
increases by two is

Pinc(k,Q):Pél_'_PS

There is only one scenario where the number of infected mem-
bers increases by three, which is when all three copies of the
gossip message arrive at three different uninfected memberssuc-
cessfully. The probability for thisis

n—k
WW
= HETHEE A2

n" " n—1
The probability that the number of infected membersin micro-
stepi + 1isk(0 < k < n) consists of four parts: the first part
comes from the case where the number of infected membersin
micro-step i is k and does not increase, the second part comes
from the case where the number of infected membersisk — 1
and increases by one, and so on. This probability is

Pznc(k73) =

)P

P(ki+1 = k/') = (1 - Pinc(ka 1) - Pinc(ka 2)

(whenk > 3).



There are two special cases for this probability when £ = 1
and £ = 2. Since initially one member is infected, the prob-
ability that one member is infected in micro-step i + 1 comes
only from the case where no member getsinfected in that micro-
step. Thus, P(ki+1 = ].) = (]. — Pinc(]-; ].) — Pinc(]-;2) —
Pinc(1,3))P(k; = 1). Similarly, the probability that two mem-
bersareinfectedin micro-stepi+ 1 comesfrom either of thetwo
cases in which no member gets infected or exactly one member
getsinfected. The probability is
Pkiv1=2) = (1= Pince(2,1) = Pine(2,2) — Pine(2,3))
P(ki = 2) + Pinc(1,1)P(k; = 1)

Sinceinitially one member is infected, theinitial conditionsfor
this Makov chain are the following: P(k; = 0) = 0, P(ko =
1)=1,and P(ko = k) =0fork # 1.

P(k, = n) is the probability that all the n» members get in-
fected after r micro-steps. As with the subset size 1 case, the
probability that any member does not get infected by the se-
guence number information from member X after » micro-steps
iS Pincomp(X,7) =1 — P(ky =n). Pipcomp(r) isbounded by

Pincomp(r) S nPincomp(X, 7') = n(]- - P(kr = n))

C. Comparing results from the analysis

In actual execution of the protocol, every member gossips
once during each step interval. Therefore the number of steps
needed is the number of micro-steps divided by the group size.
From the results plotted in Figure 2 in log scale, we can see
clearly a O(logn) increase of number of steps with group size
n. This means the number of micro-steps is on the order of
O(nlogn).

As shown in Figure 2, with a fixed group size, the increase
of subset size decreases the number of steps needed to detect
stability. When the subset size changesfrom 1 to 3, thisdecrease
is only about 55%. But the number of messages sent out in
the system per step interval increases three times! This analysis
suggeststhat it is more beneficial to useasmall subset size. It is
better to gossip to one member 55% faster to get the same time
and quality as gossiping to three members during each gossip.

There is a trade-off between minimizing the probability of
making incomplete stability detection, and the number of steps
needed. Figure 3 shows this trade-off is satisfactory, in that only
afew extragossip steps are necessary for better quality.

IV. MODIFICATION WHEN GROUP MEMBERSHIP IS
UNKNOWN

Most reliable multicast protocols follow the 1P multicast
model that receivers join and leave the multicast group with-
out notifying senders [10], [20], [5]. In this model, none of
the members have the complete group membership informa-
tion. Reliable multicast protocols such as LM S [20] and Search
Party [5] utilize the underlying IP multicast routing tree to con-
duct retransmission.
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Fig. 2. The number of steps needed to achieve different probability of incom-
plete stability detections. P standsfor B}y, comp in thefigure.

The gossip-style stahility detection protocol presented in this
paper can a so operate without the knowledge of group member-
ship. Two stepsin the protocol require membership information:
one is when a gossip message is sent to a random member, the
other iswhen a gossip message is received where the “Whom:-I -
have-heard-from” array needs to be updated.

Without group membership information, we can still send a
gossip message to a random member using a protocol similar
to Search Party [5]. Each gossip message is sent to the group
address and forwarded along the multicast tree. When a router
receives such a message, it forwards the message to one of its
children randomly. This means the router randomly forwards
the message to an interface that is not where the message arrives
from. Specifically, if arouter has ¢ children, then the probability
that the message is forwarded to each childis1/c. However, the
probability that group members are chosen to be the random
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Fig. 3. Cost of quality in terms of number of steps.

destination of the message is not uniform. In asimple example,
if the root router has 2 children, and the left child is connected
to 1 receivers and the right child connected to 9 receivers, then
50% of the time a gossip message is sent to the single receiver
on the left branch of the tree! This biased distribution of gossip
messages would increase the stability detection time.

Some multicast routing protocols require routers to keep
count of their children in the tree and exchange this informa-
tion with other routers. For example, the EXPRESS multicast
service [13] suggests that each router keep track of the number
of group membersin each subtree rooted at the router. With this
information, a gossip message can be forwarded to a random
member with uniform distribution as follows. Assume a router
has ¢ children labeled with 1,2, ...c, and S(i) is the member
population in the subtree rooted at child 7, then the probability a
gossip message is forwarded to child i is S(i)/ >°;_, . S(j).

When the subset size of each gossipisb > 1, then one gos-
Sip message is sent out b times. Thisis equivalent to randomly
choosing b members from the set of all members each with uni-
form distribution.

Without group membership information, it is impossible to
keep track of “Whom-I-have-heard-from” array. Therefore,
based on the calculation in Section 111, we use the number of
gossip steps to estimate when message stability detection is
complete. With an estimate of the size of the group n, and a
given probability of incomplete stability detection, we can find
the corresponding number of steps needed from Figure 2.

V. SIMULATIONS OF THE STABILITY DETECTION PROTOCOL

For a given network topology, set of group members, set of
senders, and patterns for message sending and message loss, it
is possible to analyze the behavior of the stability detection pro-
tocol with afixed step interval, and afixed subset size. However,
this paper focuses on the performance of the protocol across a
wide range of network topologies and scenarios where group
membership remains constant. For this, we conducted simula-
tions using the ns[18] simulator.

For alarge group size, the probability that aparticular nodein
arandomly labeled tree has a degree of at most four approaches
0.98 [19], therefore, the underlying network used in the simu-
lation is a 1000-node balanced bounded-degree tree where in-
terior nodes al have degree four. Links in the network are bi-
directional and each direction has a bandwidth of 30K bpsallo-
cated the messages used for stability detection. Message propa-
gation delay on each link isw = 5 milliseconds, which is typ-
ical for wide area links. A rate-controlled network is assumed
in which the data sourceis shaping its traffic by delaying packet
sends to meet the 30K bps allocated rate requirement. Under
this assumption, the expected time a u-byte message spends on
the wireto travel onelinkisty = w + u/v, wherewv isthe band-
width. The router processing time for a message is 1 millisec-
ond. The time needed for a host to send a message follows the
formulats(u) = 100+ 2(94 + 35u/4000 + 50u/1000) + 50 =
338 + 47u/400 (microseconds) [1], [15]. The time needed for
a host to receive a message is normally about 10% higher than
the sending time since interrupts need to be handled [1]. It is
settot,.(u) = 1.1 x ts(u). The queuing delays incurred at the
hosts and routers are also simulated by ns. The message header
sizeis set to h = 32 bytes which is enough for most transport
protocols[1], [22].

A. Performanceindices

Themost important goal for amessage stability detection pro-
tocol is to minimize the time to stabilize a message, reducing
the buffer space required for data messages at each member to a
minimum.

To measure time requirement, we define Time Per Round
(TPR) as the duration of time between the start of the stability
detection protocol and the moment the first member constructs
the stability array S. After the first member constructs S, it
immediately multicasts the array in the group, therefore every



member will receive the stability information within one mul-
ticast. A more important time index is Time-To-Sable (TTS),
which is the time between the moment a data message is mul-
ticast and the moment it is detected to be stable. TTS depends
onthreethings. TPR, the frequency to trigger each round of sta-
bility detection, and the underlying reliable multicast protocol.
Analysis of TTS requires implementation or simulation of the
reliable multicast protocols. If the reliable multicast protocol
can deliver amessage to all the receiverswithin D seconds, the
stability detection protocol is triggered every F' seconds, and it
can detect the message's stability within TPR seconds, then the
maximum TTS becomes D + F+TPR seconds. This meansthat
at most D + F'+TPR seconds after amessage is multicast from
a sender, it can be deleted from the network. Since TPR is the
factor that is determined by the stability detection protocol, this
paper only studies TPR.

To investigate the behavior of the protocol in detail, we mea-
sure the number of steps needed for a round, and the average
number of messages sent out by each member during unit time.
Thisisan indicator of the load the protocol adds to the network.

In most applications where the multicast group is large, nor-
mally asmall percent of the members are active sourcesfor data
messages. The number of senders (m) is set to 50. while group
sizes range from 50 to 500. In the gossip protocol, each mes-
sage used to detect stability contains a 32-byte header, an m-
element sequence number array M where each sequence num-
ber occupies 4 bytes, an n-element bitmap array W where each
element is one bit and an integer round number which has 4
bytes. The overall gossip message size for agroup of sizen is
324+4xm+n/8+4 =236+ n/8 (with some padding to make
it aligned in the packet). In the simulation, n ranges from 50 to
500; and the packet size ranges from 243 to 299 bytes. Since
atypical WAN can handle packets shorter than 500 bytes with-
out fragmentation, packet fragmentationis not considered in the
simulations.

For a given group size and a given number of senders, there
are two control parameters—the step interval and the subset size
for each gossip. We vary step interval from 1 to 20 seconds
and vary subset size from 1 to 5. InaWAN, IP-multicast is not
efficient in sending messages to small groupsthat are constantly
changing [9], thus b unicasts are used to send gossip messages
to each subset of size b.

B. Smulationswith a fixed group sizen = 200

For the fixed group size n = 200 with m = 50 senders, we
randomly choose 200 nodes in the 1000-node tree to be mem-
bers of the multicast group. Every nodein thetree only can store
up to 64 gossip messages. Gossip messages arriving at a node
with afull buffer are dropped. Additionally, two random gossip
messages in each step interval are dropped at the senders.

For each pair of subset size and step interval, the average re-
sults of 20 runs are reported. Each run contains a different ran-
domly constructed 200-member group.

We noticed about 0.15% of the simulation runs did not de-
tect message stability within 10 minutes. These bad samplesare

excluded from the analysisin therest of the section. The proba-
bility for around not to finish after arelatively long time exists,
but is very dim as reported in Section I11. In practice, a second
round of the stability detection protocol can start with a differ-
ent seed for generating subsets. The probability that both rounds
take an unreasonably long time is even slimmer — 0.0225%.

Since gossip messages are sent out by unicast, the number of
messages sent out by each member during each step is the same
asthe subset size. For agiven datapoint (x, y) inthesimulation
with subset size x and step interval y, the number of messages
each member sends out per unit timeisz/y. Therefore the traf-
fic load generated by the protocol is proportional to z/y.

-x— subset size =5
—0— subsetsize =4
—.— subsetsize =3
- — - subset size = 2
——— subsetsize =1

total # of steps
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step interval (sec)
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Fig. 4. The number of steps needed in around with group size 200.

Figure 4 shows that as the step interval increases, the number
of step decreases to a minimum and remains there. We call the
step interval that results in the minimum number of steps the
critical point.

For a given subset size, before reaching the critical point, a
decrease in the step interval resultsin an increase in the number
of steps. As the step interval decreases, each member is sched-
uled to gossip in a shorter time period. This shorter time period
prevents each member from receiving al the available new in-
formation. Therefore, more steps are needed to detect message
stability. Moreover, the less new information in each step, the
more redundant or repeating information flows in the network,
increasing network traffic load. These factors contribute to the
increase in the number of steps needed for stability detection.

After the critical point is reached for each curve, gossip mes-
sages are scattered far enough to minimize both traffic load and
redundant messages. In this situation, the larger the subset size,
the more information is exchanged in each step, and a smaller
number of steps are needed to reach message stability.

The behavior of the TPR curves plotted in Figure 5 can be
derived from Figure 4, because TPR is the product of the num-
ber of steps and the step interval. Before reaching the critical
point, the steeply declining trend of number of steps dominates
the behavior of TPR, even though the increasing step interval
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Fig. 5. Time Per Round with group size 200.

damps the TPR’s decline. After passing the critical point, TPR
becomes a linear function of step interval with the coefficient
being the value of the number of steps, which is almost con-
stant. As Figure 4 shows, the smaller the subset size, the larger
the number of steps needed for detecting stability when the step
interval passes the critical point. This feature transferred into
Figure 5 says that the smaller the subset size, the steeper the
slope of the TPR function is. When the step interval falsin the
range between 4 and 12 seconds, the opposite movements of the
two components of the TPR function cause TPR to fluctuate in
a narrow range from 28 to 38 seconds, except for the case of
subset size one. For each subset size, awindow of optimal step
intervals existsin which TPR is near-minimum.

More simulation experiments revealed that location of group
members and network topology do not have a noticeable effect
on the protocol. Thisis the advantage of gossip style protocol.

C. Adaptive method: finding the window of optimal step inter-
vals

As observed from Figure 5, every TPR curve has a plateau
portion in which one can select any step interval to achieve a
near-minimum TPR. The process of finding the plateau has two
parts. The first part finds a step interval that achieves a near-
minimum TPR, and the second part finds a window around that
step interval. If TPR can be expressed as a function, then New-
ton’s method [8] can find its minimum. Otherwise, better ap-
proaches exist in experimental optimization. One such approach
is the golden-ratio method [12]. Figure 6 presents the two-part
algorithm for finding the window of optimal step intervals.

Different groups and network topology require different in-
put values for the algorithm. For example, the following input
values are given for the simulation in Section V-B: g = 2 sec-
onds, ag = 0, by = 20 seconds, e = 10%, and p = 1 second.
For the TPR curve for subset size of 3, part one finishes after
5 iterations, ending up with 9 seconds as the step interval that
achieves a minimum TPR of 28.6 seconds. Part two finds the

lower bound s; = 4 seconds and the upper bound s, = 10
seconds after total of 5 iterations of the while loops. Any step
interval in the range from 4 to 10 seconds can be used to achieve
a TPR between 28.6 to 31.2 seconds. The window sizes are dif-
ferent for different subset sizes. As the group size and network
condition change over time, this two-part algorithm is executed
periodically to find the current window of optimal step intervals.

As observed from Figure 5, as the subset size increases, the
minimum TPR increases dightly, but the window size of opti-
mal step intervals increases significantly. There is a trade-off
between the stability of the protocol and the minimum TPR. If
the window size is too small, for example, when subset size is
1, then a dlight perturbation of the network condition will result
in dramatic increase of TPR if the step interval is unchanged. A
largewindow sizeis preferred because slight changesin network
condition will result in overlapping between the new and current
windows, therefore only slight changesin TPR. As aresult, the
recommended subset sizeis2 or 3.

Part I:
Input: ag: smallest step interval in the search.

bo: largest step interval in the search.

g: distance between two ends when the search stops.
Output:s: step interval that achieves a near-minimum TPR.

a := ap; b := bo; stop := false;
whi | e =stopdo
d:=b—a;
if (d>g)then
mi:=a+ 0.382*xd; mo :=a+ 0.618 = d;
if (f(m1)> f(m2))thena:=mi;el seb:=ma;
el se
stop:=true; s := (a + b)/2;

Part I1:
Input: s: step interval that achieves a near-min TPR.

f(s): the near-min TPR from part I.

e: fluctuation index. Step intervals that achieve TPR
intherange from (1 — e) * f(s) to (1 + e) * f(s)
should be in the window.

p: initial search step size.

Output:sy : lower bound of the window.
so.: upper bound of the window.

s1:=sk:=1;

mne((sl—k*wm (1f(s1 — kxp) — f(s)] < e)) do
s1: =81 —kxp; k:=2xk;

k:=k/2;

while ((k>1)A(|f(s1 —k=p)— f(s)] <e))do

s1:=81—kxp k:=k/2;

so =8 k:=1;
while ([f(s2 +kxp)— f(s)| <e)do
s2: =82+ kxp;k:=2xk;
k:=k/2;
while ((k>1)A(|f(s2 +k=p)— f(s)] <e))do

s2:=82+kxp k:=k/2;

Fig. 6. The adaptive algorithm: finding a near-minimum TPR. f(z) is the
average TPR for astep interval x.

D. Smulationswith different group sizes

For various group sizes, the same pattern of simulation result
is observed as for group size 200. The near-minimum TPR and



the corresponding number of steps are presented in Figures 7
and 8.
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The group sizes range from 50 to 500. For each group size,
20 simulation runs are conducted with subset size of 1 and an
optimal step interval. Each simulation is represented by a dot
in Figure 7. The solid line represents the mean of the TPRs.
We see the average number of steps increases with O(logn),
the optimal step interval increases approximately with O(n),
thus the minimum TPR shows a O(nlogn) increase. Thisis
not surprising because as shown in Section 111, when there is
no bandwidth constraint, the gossip message from each group
member reaches another member during each gossip step, and
the number of stepsincreaseswith O(log n). When thereissuch
aconstraint, the step interval needsto beincreased with O(n) in
order to keep bandwidth requirement constant and keep message
burstiness to a minimum.

When network bandwidth isincreasedtoa300 K bps, we aso

observed a 10 time decreasein TPR. More bandwidth combined
with an optimal step interval will result in a faster stability de-
tection time.

V1.

With the global stability detection framework described
above, each group member on a subnet propagates its sequence
number information by sending gossip messages to some ran-
dom remote members. A more efficient way would be to com-
bine and compress their information first into one sequence
number array of the local group, and then allow one or several
designated members to send this array to remote members.

We propose a hierarchical scheme to apply the gossip-style
protocol. The multicast group is divided into a number of local
groups according to their location on the network. Since many
reliable multicast protocols employ built-in local groups [14],
[21], their group division can be used. Each local group has G
Sability Controllers (SCs) where G is a user-defined parameter
which determines how robust the protocol is in case of SC fail-
ures. The protocol proceeds in two phases. In the first phase,
each member gossips to other membersin itslocal group trying
to obtain stability information within the local group. After the
local stability arrays are constructed, the SCs start the second
phase by gossiping among all the SCs. After one SC receives
the stability information from SCs representing the other local
groups, the global stahility array is constructed and multicast to
the entire group.

To show the effectiveness of the local gossip scheme, we di-
vide each group randomly into n/50 local groups of size 50,
and in each local group, 5 SCs are randomly chosen. For gos-
siping in each local group of size 50, subset size of 1 and an
optimal step interval of 700 milliseconds are chosen to achieve
a near-minimum TPR. When n is 100, 200, 300, 400, and 500,
the size of the SC group is 10, 20, 30, 40, and 50 respectively,
and the optimal step interval is 200, 300, 500, 600, and 700
milliseconds respectively. The near-minimum TPR achieved by
the local gossip schemeis plotted in Figure 9. Compared with
the global scheme, the hierarchical scheme dramatically reduces
TPR.

Thissignificant improvement in performance comesfrom two
factors. One, ahierarchy isbuilt in the communication structure.
Two, stability information is combined and compressed; al the
stability arrays of membersfrom each local group are combined
into one stability array of the same size, effectively reducing the
traffic load. Thistechnique appliesto any information gathering
protacol to improve performance and scalability.

Ideally, the local groups should be constructed based on the
location of the group members in the network and the SCs
should be selected dynamically based on theload of group mem-
bers and network topology. As aresult, the performance of the
protocol can be improved. We are currently investigating this
issue.

Theglobal scheme requires group membership information at
every member. Thisis not likely to be feasible in a WAN. The
local gossip scheme solves this problem by only requiring each

EXTENDING THE BASIC APPROACH — LOCAL GOSSIP
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local group member to maintain the addresses of other members
on the same subnet.

VIlI. CONCLUSION

The gossip-style stability detection protocol achieves fault
tolerance and scalability. It tolerates message losses without
requiring a reliable multicast protocol underneath, by periodi-
cally sending gossip messages to random sets of group mem-
bers. This scheme overcomes routing errors, transient link fail-
ures and omission failures, because messages are randomly sent
to other members, and a message may take a different route in
different steps.

It tolerates group membership changes caused by member
crashes or leaves. Although the current group membership in-
formation is maintained at each member for the failure detection
protocol, agreement and instant update of group membership is
not required. A similar technique is used in routing table up-
dates. Itisnecessary to propagateroute changesto all therouters
without shutting down the network.

The scalability of the protocol comes from three features.
First, the state information maintained at each multicast partici-
pantis minimal. Each member keepsthe current group member-
ship, the current round number, an m-element sequence num-
ber array, an m-element “Min-so-far” array, and an n-element
“Whom-I've-heard-from” bitmap array. Second, the message
size does not increase linearly with the group size. As shown
in the simulations, the majority of a gossip messageis occupied
by the “Min-so-far” arrays of size proportional to the number of
senders. Only asmall portion is a bitmap array which is of the
sizeof thegroupsizen in bits. (Whenn = 1000, it occupies 125
bytes.) Commonly, the number of sendersis much less than the
group size, thus the message size does not increase linearly with
group size. Third, no hot spot exists in the protocol, because no
member receives a lot of messages in a short amount of time.
The protocol is completely free of the implosion problem.
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